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Erasure Code, a mathematical algorithm to reconstruct missing or corrupted data.

o RB— "1 XREMEBGE TG
e Reed-Solomon
o KITA, B

Bit Rot Protection
e HighwayHash

ih

U ERAR 0 1

L

DATA BLOCK

OBJECT ERASURE-CODED OVER 16 DRIVES

Tolerates up to any 8 disk failures

PARITY BLOCK




“2017-12-02T00:24:20.975968336Z",

M I N IO 5 algorithm”: “klauspost/reedsolomon/vandermonde”,
Object Erasure Code S R S

u[
Disk 1
||
— My Bucket
|
iii7 My Object
Disk 2 name”: “part.1”,
——) algoriti “blake2b”,
— My Bucket . hash”: “c24fab8451fd85a3a482c...b672b7f"
ﬁ part.1
My Object
Disk 3 ) .
‘ release”: “DEVELOPMENT.GOGET”
E;;; My Bucket x1.json
iii7 . part.1
Disk 4 My Object t-type”: “application/octet-stream”,
: “c1d217¢52d44c9eab00e81496b2b91b6 "
E;;; My Bucket x1.json
iii7 part.1
My Object
x1l.json

part.
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onlineDisks []StorageAPI

writers := ([]J1o.Writer, (onlineD1isks))
i, disk := onlineDisks { Writer t
) ) ) ] Write(p []byte) (n 1int, err error)
writers|i] newBitrotWriter(
disk,minioMetaTmpBucket,tempErasureObj, ABCET 1
. , , Read(p []byte) (n 1int, err error)
erasure.ShardFileSize(curPartSize),
DefaultBitrotAlgorithm,
erasure.ShardSize())

n, erasurekrr := erasure.Encode(
ctx, curPartReader, writers, buffer, erasure.dataBlocks+1)

AN K

o ) - N 4 N 1
A1 U0 E"U 1Ier LnNnind cV 1Y ° 1L




I5HK channel

readTriggerCh := (chan bool, (p.readers))
1 :=0; 1 < p.dataBlocks; 1++ {
readTriggerCh <- true

readTrigger := readTriggerCh {
canDecode := p.canDecode(newBuf)
canDecode {

'readTrigger {

Iy
wg.Add(1)
(1 1nt) {
wg.Done()
disk := p.readers[i]

disk == nil {
readTriggerCh <- true

¥

_, err := disk.ReadAt(p.buf[1], p.offset)
err != nil {

readTriggerCh <- true
h

readTriggerCh <- false
}(readerIndex)
readerIndex++

by
wg.Wait()
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https://blog.minio.io/minio-benchmarks-with-cosbench-81704a8f0178

v HTTP Request Average Duration

GET PUT

37 ms 55ms

36 ms
50 ms

35ms
45ms
34 ms

40 ms
33ms

32ms 35ms
15:44:20 15:44:30 15:44:40 15:44:50 15:45:00 15:45:10 15:45:20 15:45:30 15:45:40 15:45:50 15:46:00 15:46:10 15:46:20 15:44:20 15:44:30 15:44:40 15:44:50 15:45:00 15:45:10 15:45:20 15:45:30 15:45:40 15:45:50 15:46:00 15:46:10 15:46:20
we 10.189.33.33:9000 «= 10.189.33.34:9000 = 10.189.33.35:9000 «= 10.189.33.36:9000 = 10.189.33.37:9000 we 10.189.33.33:9000 «~ 10.189.33.34:9000 = 10.189.33.35:9000 «= 10.189.33.36:9000 = 10.189.33.37:9000
we 10.189.33.38:9000 == 10.189.33.39:9000 «= 10.189.33.40:9000 «= 10.189.33.41:9000 = 10.189.33.42:9000 we 10.189.33.38:9000 == 10.189.33.39:9000 «= 10.189.33.40:9000 «= 10.189.33.41:9000 = 10.189.33.42:9000
we 10.189.33.43:9000 == 10.189.33.44:9000 we 10.189.33.43:9000 == 10.189.33.44:9000
-l ol

v HTTP Requests Count per second
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we 10.189.33.38:9000 w= 10.189.33.39:9000 == 10.189.33.40:9000 «= 10.189.33.41:9000 «= 10.189.33.42:5000 we 10.189.33.38:9000 w= 10.189.33.39:9000 «= 10.189.33.40:9000 «= 10.189.33.41:9000 «= 10.189.33.42:5000
we 10.189.33.43:9000 = 10.189.33.44:9000 we 10.189.33.43:9000 = 10.189.33.44:9000
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MINIO Limitation
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€6
We can certainly do single large namespace, but then taking one cluster down can potentially be a large

downtime and a very complex deployment. This is exactly what we did with GlusterF'S for 10yrs. This why most
storage solutions never scale beyond few PBs.

Minio's fundamental design is to avoid such practical issues in production and make managing clusters easier.
Failures are common in real world scenarios and when it's a gigantic pool, it is very hard to know what is going on.

)

You can avoid these details in your application, if you are clever about it on how you lookup URLs.

—— Harshavardhana
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S3 GET latency
90 ms

80 ms

70 ms

2019-04-23 18:14:44

= image - original - default - all: 38 ms
= image - unoriginal - default-all: 26 ms

60 ms

50 ms

on K N 1

30 ms

20 ms
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S3 PUT latency

90 ms
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60 ms \ w
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= image - original - default - all: 62 ms
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l A | "WWWW
30 ms
20 ms
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0ns
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v HTTP Request Average Duration

PUT

350 ms

300 ms

250 ms

200 ms

150 ms

100 ms

50 ms

Ons
15:44 15:46 15:48 15:50 15:52 15:54 15:56 15:58 16:00 16:02 16:04 16:06 16:08 16:10 16:12 1614 16:16 16:18

w= 10.189.33.33:9000 «~~ 10.189.33.34:9000 «~=~ 10.189.33.35:9000 = 10.189.33.36:9000 = 10.189.33.37:9000 = 10.189.33.38:9000 == 10.189.33.39:9000 == 10.189.33.40:9000 == 10.189.33.41:9000 == 10.189.33.42:9000 == 10.189.33.43:9000
== 10.189.33.44:95000

v HTTP Requests Count per second # @
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w= 10.189.33.33:9000 «~~ 10.189.33.34:9000 «= 10.189.33.35:9000 = 10.189.33.36:9000 == 10.189.33.37:9000 = 10.189.33.38:9000 == 10.189.33.39:9000 == 10.189.33.40:9000 == 10.189.33.41:9000 == 10.189.33.42:9000 == 10.189.33.43:9000
w= 10.189.33.44:95000
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MINIO Profile

'block', 'mutex', ‘trace’

'mem’,

oJiE ‘cpu',

#U

profile sHREIREIE, =

2R X5

google pprof TEFHTRIMMLETR
pprof —http=0.0.0.0:2222 ./profiling-10.189.33.60\:9000.pprof
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PUT-getLock posix.StatFile
3.5ms 80 ms
3.0ms
60 ms
2.5ms
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1.0ms Ons
22:00 00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 22:00 00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00
== 10.189.33.45:9000 == 10.189.33.46:9000 == 10.189.33.47:9000 == 10.189.33.48:9000 == 10.189.33.49:9000 == 10.189.33.45:9000 == 10.189.33.46:9000 == 10.189.33.47:9000 == 10.189.33.48:9000 == 10.189.33.49:9000
== 10.189.33.50:9000 = 10.189.33.571:9000 == 10.189.33.52:9000 == 10.189.33.53:9000 == 10.189.33.54:9000 w= 10.189.33.50:9000 = 10.7189.33.51:9000 == 10.189.33.52:9000 == 10.189.33.53:9000 == 10.189.33.54:9000
== 10.189.33.55:9000 == 10.189.33.56:9000 == 10.189.33.55:9000 == 10.189.33.56:9000
J d
posix.CreateFile posix.RenamekFile
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25ms
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== 10.189.33.45:9000 == 10.189.33.46:9000 == 10.189.33.47:9000 == 10.189.33.48:9000 == 10.189.33.49:9000 == 10.189.33.45:9000 == 10.189.33.46:9000 == 10.189.33.47:9000 == 10.189.33.48:9000 == 10.189.33.49:9000
== 10.189.33.50:9000 = 10.189.33.571:9000 == 10.189.33.52:9000 == 10.189.33.53:9000 == 10.189.33.54:9000 w= 10.189.33.50:9000 = 10.7189.33.51:9000 == 10.189.33.52:9000 == 10.189.33.53:9000 == 10.189.33.54:9000
== 10.189.33.55:9000 == 10.189.33.56:9000 == 10.189.33.55:9000 == 10.189.33.56:9000
J d
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The Linux Storage Stack Diagram

T T
cCc c @ .
& o 5 ° £ version 4.10, 2017-03-10
< C < o = . . .
g . 12 s 5 outlines the Linux storage stack as of Kernel version 4.10
58 |8 |5 |2 |8 |E
ic| o ] i [T >
mnmo%r;mous pages)
( LION [ Applications (processes) )
= “malloc
— = ~ — )
vfs_writev, vfs_ready, ... S | =l S| 3B
sl £l & Sl E
Y By 3Y BY Ty §
s N\ N M
: U
Block-based FS Network FS Pseudo FS Special
Direct 1/0 - (ext2) ext3) lext4) (xfs )  (NFS) (coda) proc)  (sysfs) purpose FS Page
(o_precn M | G GED G960 WD D oo e @O @D ™ coche
(o) (s (=) (eeph) Gofs) - (Gevtmpts)
Stackable FS
(target_core_iblock ) —r | P P @ | @D -
\ 2 > y,
— userspace (e.g. sshfs)
L —> network
stackable (optional)
D > Y -<
BIOs (block 1/0s) Devices on top of “normal” BIOs (block 1/0s)
block devices  (@rbd) (LVM)
(mdraid)
Y (Beache) ()
userspace
I
BIOs y yBIOs
4 Block Layer ) BIOs
1/0 scheduler blkmq
[ Maps BIOs to requests | ( multi queue
¥ Soft hooked in device drivers
iz 2] (they hook in like stacked
cfq - | queues devices do)
Hardware Hardware
dispatch dispatch
queue queues
\_ J
Request Request BIO )
based drivers based drivers based drivers
— N N A N A /T\ /TN
¢ } ) ) )

7T\
71
/]

Request-based
device mapper targets

SCSI mid layer
sysfs d-scsi-mq
(transport attributes)

SCSI upper level drivers

Transport classes -- .
(scsi_transport_fc ) (Idevisr ) (Idevist* )

o) g i, i) ()
?& +?&é

L——>3»-network

SCSI low level drivers

e [eml o] o= °
]

Physical devices

bbbd

TH-MAs 'ina 2019 - It

The Linux Storage Stack Diagram ®
http://www.thomas-krenn.com/en/wiki/Linux_Storage_Stack_Diagram
Created by Werner Fischer and Georg Schonberger
License: CC-BY-SA 3.0, see http://creativecommons.org/licenses/by-sa/3.0/



https://www.thomas-krenn.com/de/wikiDE/images/e/e0/Linux-storage-stack-diagram_v4.10.png

Block |10 /mﬁz

Virtual Filesystem (VFS) Layer

Buffer Cache (Page Cache) Direct 10

Disk
Filesystem

Disk
Filesystem

Generic Block Layer

I
I/O Scheduler Layer

Request Queue Request Queue

Kernel Space Block Device Driver ] [ Block Device Driver ]

http:// www.ilinuxkernel.com/files/Linux.Generic.Block.Laver.pdf
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http://www.ilinuxkernel.com/files/Linux.Generic.Block.Layer.pdf

Buffered |10 vs Direct 1O

Application

e Buffered IO
e read (LRU)

e flush or writeback tt11 ‘ ‘ **

Kernel Page Cache

4K Page

e Direct|O
e O DIRECT 4414 ‘v ey
e Block Alignment Block Device

e \WAL(write ahead log) o o | |

https://medium.com/databasss/on-disk-10-part-1-flavours-of-io-8elacelde017



https://medium.com/databasss/on-disk-io-part-1-flavours-of-io-8e1ace1de017

Page Cache

e Temporal Locality, recently accessed pages will be accessed again at some point 1n
nearest future.

e Spatial Locality, the elements physically located nearby have a good chance of
being located close to each other.
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|O Scheduler

e |O Queue
e elevator: Deadline, CFQ, Noop
e howto

# BFE sda BY scheduler
cat /sys/block/sda/queue/scheduler

# 1B sdb BJ scheduler 7y noop EiE
echo noop > /sys/block/sdb/queue/scheduler

N <5 Copher China 2019 17
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ZEOR

e Virtual Memory

/proc/sys/vm/dirty ratio

/proc/sys/vm/dirty background ratio
/proc/sys/vm/dirty writeback centisecs

/proc/sys/vm/dirty expire centisecs

o |O
cat /sys/block/sda/queue/scheduler

/sys/block/sda/queue/read ahead kb
nr requests

max_sectors kb
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e fallocate Flioo fic == 8]

o |RFFEAN

o /N\X1FBIZES| (volume id, offset, size) 1% leveldb




FIO M 3SR

# MApEL 5 1E8E
fio —name sequentialwrite —-rw=write —-bs=10k —-runtime=100 -iodepth 128 \

—10engine libaio  -direct=1 —-—-s5ize=200G —-randrepeat=1 \

——directory=/datal@/fio ——nrfiles=1 ——openfiles=1 —group_reporting

+:

M5 B 1 8E
fio —-name randomwrite —-rw=randwrite —-bs=10k —-runtime=100 -iodepth 128 \

—10engine libaio -direct=1 —-s1ze=200G —-randrepeat=1 \

——directory=/datald/fio ——nrfiles=1 ——openfiles=1 —-—-aroup reporting
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B1% Golang IO

o AME IO MBI EER

e req.Body (v *Volume) WriteAll(key string, size int64, r io.Reader) error {

e “0s.File v.lock.Lock()
e i0.Copy

v.lock.Unlock()
_, err := 10.Copy(v.file, r)

err = nil {
err

1% Gopher China2019- it ¥
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v~ HTTP Request Average Duration

PUT

150 ms

100 ms

50 ms

Ons
13:30 13:40 13:50 14:00 14:10 14:20 14:30 14:40 14:50 15:00 15:10 15:20 15:30 15:40 15:50 16:00 16:10 16:20 16:30 16:40 16:50 17:00 17:10 17:20 17:30

== 10.189.33.57:9000 == 10.189.33.58:9000 == 10.189.33.59:9000 == 10.189.33.60:9000 w= 10.189.33.61:9000 = 10.189.33.62:9000 = 10.189.33.63:9000 == 10.189.33.64:9000 == 10.189.33.65:9000 == 10.189.33.66:9000 == 10.189.33.67:9000
== 10.189.33.68:9000

v HTTP Requests Count per second % @

PUT
6.0K

<3

. R R e

—— — NPT TI RAAN AAN \
PR e o FR o
Ty T e i o o e e e a1 oy WA A/ NG K ey MM A A
20K Aomri A AN TONNASNIRS AN A\ TSN SRR | GOSN SN A w
o B R e e
R S R S o o e . S B, A LNV e Coammat

13:30 13:40 13:50 14:00 14:10 14:20 14:30 14:40 14:50 15:00 15:10 15:20 15:30 15:40 15:50 16:00 16:10 16:20 16:30 16:40 16:50 17:00 17:10 17:20 17:30

== 10.189.33.57:9000 == 10.189.33.58:9000 == 10.189.33.59:9000 == 10.189.33.60:9000 w= 10.189.33.61:9000 = 10.189.33.62:9000 = 10.189.33.63:9000 == 10.189.33.64:9000 == 10.189.33.65:9000 == 10.189.33.66:9000 == 10.189.33.67:9000
== 10.189.33.68:9000
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