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Feature

e Langugage : Golang. C++, Reactls;

e Video : VP8, VP9, H264, AV1;

e Audio : OPUS, AAC;

e Deployment : Docker, Kubernetes,
Hybird cloud ;

e Support: 1vl, 1vN. NvN (&EZE)
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Why use Golang
e History :

Python or C(C++) ?
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Golang advantage
o Efficiency (%)

e Performance (R)

e Engineering (%)

e Lessismore (&)
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WebRTC Overview
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Web & RTC

The web
/ WebRTC \
( WebRTC C++ AP (PeerConnection) ]
Session management / Abstract signaling (Session)
1
Voice Engine Video E ngine Transport Your browser

iISAC /iLBC Codec VP8 Codec SRTP
-

NetEQ for voice Video jitter buffer I Multiplexing
<

Echo Canceler / P2pP

Noise Reduction bbbty | STUN + TURN + ICE

|

|

f ! r . 4 .
Audio 1 1 1
l‘ CaptureRender ' : Video Capture ' I\ Network 1/10 '

- AP| for web developers E AP| for browser makers ::_—__| Overrideable by browser makers
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WebRTC Protocol Stack

RTCPeerConnection | DataChannel
XHR SSE WebSocket SRTP SCTP
HTTP 1.x/2 Session (DTLS) - mandatory
Session (TLS) - optional ICE, STUN, TURN
Transport (TCP) Transport (UDP)

Network (IP)

N @4 ¢




WebRTC

Signaling Signaling

App

WebRTC

Browser B Browser

Caller Callee
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WebSocket

Request Handshae

Response Acknowledgement

ReqUest
Bi-directional messages

Response

Connection end

I - Connection lifecycle Il - Connection lifecycle
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IF 1: Project

WebSocket Exampl

D = & — §mango 2 index.htm|
v I socket.io ~/go/src/githu njtimdo [Qe
v imjs
i simpleGoClient_OK.js

[ Project v i SimpleGoClient_OK js

window. =

8 socket.io.js X
setTimeout (

v B public
a

index.html ( =
§ maingo console.log(
» il External Libraries

> P Scratches and Consoles socket.emit (

socket. (channel)

socket. (channel)
socket. (channel)
socket.
socket.
socket. (array)
socket.

(message)

socket. (response)

Match Case

Words

Regex

#4 simpleGoClient_OK js

server, err := socketio.NewServer (

err != nil {
log.Fatal (err)
server.On ( (so socketio.

id := so.Request () .FormValue (

channellID := so.Request () .FormValue (

+ id +

log.Println ( + channellID)

50.0n (
log.Printf (
_= so.BroadcastTo (channellID

(message ) {
message)
message, channelID)

:= s0.0n( (channel
numClients := findClientsSocket (id, namespaces)
log.Printf( numClients)
numClients == {
so.Join (channel)

err = so.Emit (

err != nil{
log.Printf ( err)

channel)

}
log.Printf (
numClients

channel)

err = so.Emit (
err != nil {
log.Printf (

channel)

}
so.Join (channel)
err = so.BroadcastTo (channel
err != nil {
log.Printf (

{
log.Println (
channel)
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WebSocket Example

& 5 C Y O localhost:8181/public/?id=jack&room_id=1 o 4 ? H
(% @] Elements Console Sources Network Performance  Memory  Application  Securiy  Audts X
Time: 0.393 ——> Channel 1 has been created! —— . -
® O ™Y Q| Vew ) Group by frame | () Preservelog @ Disable cache | [ Offine Online v
Time: 0.393 ——> This peer is the initiator... Fiter ) Hide data URLs All | XHR JS CSS Img Media Font Doc () Manifest Otner
N Name leaders
Time: 7.192 ——> Broadcast message from server: Sl m Cooie g
D Id=18EI0: > LDnwgUIF! © Al v Enter regex, for example: (web)?socket
S ——> broadcast(): client- timjoined channel-1 Isocketio Data Length Time
Time: 7. B " +2probe 6 2
ime: 7.204 —--> Got response from other peer: 33probe 6 20:15:12.297
{"channel":"1","message":"{\"channel\":\"1\",\"message\":\"S ——> broadcast(): client- timjoined channel-1\"}"} i L2 =l
442["broadcast: joined" 'S --\u003e broadcast(: client- timjoined channel-1", 81 20:15:19.000
Time: 15.422 —-> Got response from other peer: 142 message”,"{\"channel\"\1\",\"message\"\"S --> broadcast(}: client- timjoined channel-1\"}"] 98 20:15:19.002
442[°response”,"{\"channe\"\*\"\'message\""[W\"channe\":\\* 1W\"\\"message\\":\\"S --\u003e broadcast(: client- timjoined chan.. 160 | 20:15:19.101
server_response: #42["response”,"{\"channe\"\"1\" \'message\"\'Hello\'}'] 58 20:15:27.300
442["response”,"server_response:”,"{\"channel\":\' 1\ \'message\"\"Hello\"}","1°] 81 20:15:27.320
Time: 20.595 —-> Got response from other peer: 1 57 20:15:32.488
" g " ]2 £
{"channel 'message":null} 142['Bye", "1 13 20:15:35.698
Time: 23.796 —-> Sending "Bye" to server... Ll
442["response”,"server_response:”,"{\"channel\"\' 1" \'message\"\"OK\")",”
Time: 23.797 ——> Going to disconnect... $azrByen 1]
4
1/9 requests | 0 B /69.0 KB transferred 1 0 B / 67.7 KB resources | Finish: 23.83 s | DOMContentLo...
i Console  What's New x
o] top v | © | Fiter Default levels v 3hidden g%

Trying to create or join channel: 1
channel 1 has been create
This peer is the initiator...

Broadcast message from server: S -—> broadcast(): client- timjoined channel-1
Got response from other peer: {"channel
Got response from other peer: server_respons
Got response from other peer
Sending "Bye" to server
Going to disconnect...

\"S --> broadcast(): client- timjoined channel-1\"}"}

simpleGoClient OK.js:25
simpleGoClient OK.j.
simpleGoClient 0K

simpleGoClient OK.
simpleGoClient 0K
simpleGoClient OK.j
pleGoClient 0K
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WebRTC Flow

——HTTPS GET
200 OK(HTML5/JS)

[ webrss 2 | [ TuRN/STUN |

HTTPS GET Upgrade Websog

I WebSocketBRSS

———————————TCP— ¥

Mediafgs3s

[ ————— %——101 BRI — == = = ]
GetUserMeidia :
CreateOffer )
SetlLocalDescription
=== ICE Candidate Geather—-—-—" —>
SDP Offer —
|
SDP Offe SetRemoteDescription
— - — == ‘OnlceCandidate——-— —-—"— |——
— ICE Candidate: —«—im:—:—:m:m:mm- > CreateAnswer
H === ICE Candidate~-—:—-— ¥
AddlceCf nid |d_ate’ SetlLocalDescription
-SDP Answer |-<¢———SDP Answer
- SRR RIEIRIT >
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WebRTC Example:Front en

webrtc ~/gosrc/github </head>
js
adapter.js
ClientwithDataChannel.js
8 socket.io-1.3.7.js
index.html <div id='mainDiv'>
§ main.go
> 1l External Libraries <table border="1" width="100%">
» T Scratches and Consoles <tr>

<body>

<th>
Local video
</th>
<th>
'Remote’ video
</th>
</tr>
<tr>
<td>
<video id="localVideo" autoplay></video>
</td>
<td>
<video id="remoteVideo" autoplay></video>
</ta>
</tr>
<tr>
<td align="center">
<textarea rows="4" cols="60" id="dataChannelSend" disabled
placeholder="This will be enabled once the data channel is up..."></textarea>
</td>
<td align="center">
<textarea rows="4" cols="60" id="dataChannelReceive" disabled></textarea>
</ta>
</tr>
<tr>
<td align="center">
<button id="sendButton" disabled>Send</button>
</ta>
<td></td>
</tr>
</table>
</div>

<script src='/js/socket.io-1.3.7.js'></script>
<script src='js/adapter.js'></script>
<script src='js/ClientWithDataChannel.js'></script>
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WebRTC Example:Front end

/I Receive message from the other peer via the signalling server
socket.or('message’, function (message){
console. o ('Received message:', message);

if ( (message)){
message = JSON. (message)
lelse{
message = message. (/M"\"$/9,");
}
if (message === 'got user media') {
():
: + room) } else if (message.type === 'offer") {
FreemE Y if (lisInitiator && lisStarted) {
0;
}
pc. (new RTCSessionDescription(message));
():
} else if (message.type === "answer' && isStarted) {
pc. (new RTCSessionDescription(message));
(array) { } else if (message.type === 'candidate' && isStarted) {

e.log.apply(console, array)

var candidate = new RTClceCandidate({sdpMLinelndex:message.label,
candidate:message.candidate});

(message) pcC. (Candidate);
} else if (message === "bye' && isStarted) {
(O
}

H:
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WebRTC Example:Back end

main _ = server.On( (so socketio. ) {
( id := so.Request () .FormValue ( )
_ = s0.0n( (message ) {
) 19 log.Printf( )|
so.BroadcastTo ( message)
main() { 3]
namespaces := make (i [ ] )
server, err := socketio.NewServer ( nil)
T err := s0.0n( (room ) {
log.Fatal (err) numClients := findClientsSocket (id, namespaces)
} log.Printf ( numClients)
2 ® _ = server.On( (so socketio. ) ) log.Printf ( room, numClients)
log.Printf ( room)
http.HandleFunc ( (w http. r *http. ) {
server.ServeHTTP (w, r) numClients == {
l:ltp,Handlc( http.FileServer (http. ( ))) lOg' Printf ( numClients)
http.Handle ( http.FileServer (http.Dir ( ))) err = s0.Join(room)
log.Println( ) err != nil {
log.Fatal (http.ListenAndServe ( nil)) lOgA Printf ( err)
} }
log.Println( )]
findClientsSocket (cID namespace [ 1 )
err = so.Emit ( room)
err != nil {
log.Printf ( err)
}
log.Println( )
} numClients == {
err = so.Emit ( room)
err != nil {
log.Printf ( err)
}
err = so.Join (room)
err != nil {
log.Printf ( err)
}
err = so.BroadcastTo (room room)
err != nil {
log.Println ( )
}

err = so.Emit ( room)

main()  func(so socketio.Socket) »_ func(message string)




Debug Tools

» Create Dump

http://localhost:8282/? GetUserMedia Requests
id=jack&room_id=1 [44445-2]
http://localhost:8282/?id=tim&room_id=1, { iceServers: [stun:stun.l.google.com:19302], iceTransportPolicy: all, icy: balanced, rtcpl icy: require, iceCandit oolSize: 0, ics: "unified-plan” }, {advanced: [{enableDtlsSrtp: {exact: true}}, {enableRtpDataChannels: {exact: true}}]}
Time Event Stats Tables
2019/4/11 F48:28:04 ¥ createlocalDataChannel » googTrack_clc1b857-dcc5-4a6e-8c59-d9ceb22412b8 (googTrack)
2019/4/11 F#8:28:04 > transceiverAdded > googLibjil ion_9. 7920264 (googLibji i
»> bweforvideo (VideoBwe)

2019/4/11 F48:28:04 > createOffer <
2019/4/11 F48:28:04 negotiationneeded googCertificate_1C:D5:18:C4:6B:96:63:E1:88:AD:3C:2A:D9:3F:7B:3B:30:68:5A:1E:71:EF:31:A7:75:50:A'
2019/4/11 T48:28:04 negotiationneeded :g%?-gag:re‘llfig?llezgoog(:omponent)
2019/4/11 F48:28:04 » createOfferOnSuccess » Cand-Kv+2/Me4 (localcandidate)

v hannel-1-1 (googComponent)

2804 serlocaiDescription ] & y

2019/4/11 TFE28:04 » Cand-JHZ/agAz (localcandidate)
2019/4/11 F4F8:28:04 ¥ signalingstatechange » Channel-2-1 (googComponent)

» Cand-mdMHHWHG (localcandidate)

. " > ssrc_4263543805_send (ssrc)

2019/4/11 T8:28:04 > transceiverModified » googTrack_a039b6ca-424f-4f5e-bd80-c2ac32e5c15d (googTrack)
>

2019/4/11 F48:28:04 setLocalDescriptionOnSuccess

2019/4/11 F48:28:04 ¥ transceiverModified

googCertificate_39:DF:D3:CD:7D:C5:52:F3:82:2F:49:8C:B5:26:59:A8:2E:65:57:52:E2:BC:C1:D8:48:1F:El

2019/4/11 T48:28:04 > icegatheringstatechange (googCertificate)
2019/4/11 F8:28:04 » setRemoteDescription > ‘C:and—t;L(IZS\sN(H (Iot:élaca:ddidau;) ,
. y » Conn-0-1-0 (googCandidatePair)
2019/4/11 TF8:28:04 > iceconnectionstatechange » Cand-KLTqGf8W (remotecandidate)
2019/4/11 F48:28:04 » signalingstatechange » ssrc_3100507769_recv (ssrc)

2019/4/11 F48:28:04 > transceiverModified
2019/4/11 F48:28:04 > transceiverModified
2019/4/11 F48:28:04  setRemoteDescriptionOnSuccess
2019/4/11 F48:28:04 » icecandidate (host)
2019/4/11 F48:28:04 » icecandidate (host)
2019/4/11 F#8:28:04 » icecandidate (host)
2019/4/11 F#8:28:04 » icecandidate (host)
2019/4/11 F#8:28:04 > addiceCandidate (host)
2019/4/11 T#8:28:04 » icegatheringstatechange
2019/4/11 F#8:28:04 » iceconnectionstatechange

v iceconnectionstatechange

2019/4/11 82804 oraren

» Stats graphs for bweforvideo (VideoBwe)

» Stats graphs for Cand-Kv+2/Me4 (localcandidate)

» Stats graphs for Cand-JHZ/aqAz (localcandidate)

» Stats graphs for Cand-mdMHHWHG (localcandidate)
» Stats graphs for ssrc_4263543805_send (ssrc) (video)
cname:EeTmC88N/v2I9VHM

msid:FRHO9WHAVmOBKNZDS9s 10ErNAWTuZSPwedh1 1c1b857-decS-4abe-8c59-d9ceh22412b8
mslabel:FRHO9WHAVMOBKNZDS9s 10ErNAWTuZS Pwedh 1
label:1c1b857-dccS-4a6e-8c59-d9ceb22412b8

» Stats graphs for Cand-tPLCSVNH (localcandidate)

» Stats graphs for Conn-0-1-0 (googCandidatePair)

» Stats graphs for Cand-KLTqGf8W (remotecandidate)

» Stats graphs for ssrc_3100507769_recv (ssrc) (video)
cname:YWZHTSGpPIWC7Y7T

chrome://webrtc-internals/
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Demo Result

Local video

‘Remote’ video

This will be enabled once the data channel is up.
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L% [1] | Elemems Uonsole  SOUCES  NeWONK  Kerommance  Memory  APPICAUON  Secumy  AuGRs

® 0 ™Y QvVew = 0 Group by frame | [ Preservelog @ Disable cache | (] Offine Online v

Filter 7 Hide dataURLs All | XHR JS CSS Img Media Font Doc Manifest Other

Name Status Type Initiator
d=1&EI0 . 101 socketio-1.3.7 s
X - socketio-1.37,

j Isocketio Switching Protocols 2P Soript

1/8requests 0B/ 108 KB transferred | 0 B / 107 KB resources | Finish: 372 ms | DOMContentLoaded: 322 ms | Load: 295 ms

i Console What'sNew

B © |top v | © | Fiter Default levels v

not available

rtpnap: 0 PEMU/5000\ M\ na-

size Time

08
08

Waterfall

Pending

urn: ietf:parans: rtp-hdrext: ssrc-audio-leve \r\naextnap: urn: ietf:parans: rtp-hdrext; sdes:nid\rina=extnap: 13 urn: fetf:parans:rtp-hdrext:sdes: rtp-strean-id\r\nazextnap: 14
-fb:111 transport-cc\r\na=fmtp:11
tpnap:8 P(MA/BMB\r\na-rtpmap 106

/520000 r\ras rtpnap: 105 (N/lsaaa\r\na»nnmap 13 CN/8000\r\na=rtpnap: 110 telephone-event/48000\r\na=rtpnap:112 telephone-event/32000\r\na=rtpnap:113 telephont
N

event/16008\r\na=rtpmap:126 telephone-event/8000\r\nn=application 9 UDP/TLS/RTP/SAVPF 118\r\n
pwd zmknxmrTzvaTFssewoqu\r\na dee-options:trickle\rina
49:FF:86:48:D 18:5

ingerprint: sha-256

C4:63:4E:51
980273988 cname

24:40\r

Sendbstachanne \AA e rl(p-mux\r\n pnap:118 google-data/90000\r\
SendbataChanne \\nactsr c:2980373086 neiabel:

Created RTCPeerConnnection with:

urls”:"stun:stun. L.google. con:19362"}1}';

: [{"Dt1sSrtpKeyAgreenent" : true}, {"RtpDataChannels": true}1}*.

done:handleRenoteSt reanAdded
Sending answer to peer.
Sending message:

» RTCSessionDescription {type: “answer", sdp: "vebuom- 4552270905887196246 2 IN IP4 127.0.0.105..90000.amssrc: 1608559292 cnane: cn/EUE/ZP19ynTnfu"}

0.568: Receive Channel Callback

Remote stream added.

handleIceCandidate event:

» RTCPeerConnectionIceEvent {isTrusted: true, candidate: RTCIceCandidate, type: "icecandidat
Sending message:

» {type: “candidate", label: 0, id:
handleIceCandidate event:

, candidate.

» RTCPeerConnectionIceEvent {isTrusted: true, candidate: null, type: “icecandidate", target: RTCPeerConnection, currentTarge

End of candidates.

Received message: ("typeu:"candidate” "label":0, "1d"
uZur network-id 1 network-cost 10"}

Received message: {" wne":”canamate'
uzur network-id 1 network-cost 10"}
Received message: {"type":"candidate","labe
uZur network-id 1 network-cost 10"}
Received message: {"type":"candidate","label":0," id"
generation @ ufrag uZur network-id 1 network-cost 10"}

4°0.0.0. 0\r\nb=AS:30\r\na=rtcp:9 IN 1P4 0.0.0.0\r\nasice-ufrag:uZur\r\na=ice-

\na=mid:2\r v\r\na=nsid: senddataChannel

pass\r
na IDORNRLCARECES\r\nasesrC 2980273988 ms 1d: sendbataChannel
andbatachanne (\rnassere: 2980273088  LabeL: sendbatachannet\rns

candidate:395635446 1 udp 2122260223 10.0.0.66 526.eration 0 ufrag 6Uy2 network-id 1 network-cost 1

,"candidate":"candidate:395635446 1 udp 2122260223 10.0.0.66 54265 typ host generation 0 ufrag ClientWithDataChanne
candidate:395635446 1 udp 2122260223 10.0.0.66 53043 typ host generation 0 ufrag ClientWithDataChannel.
,"candidate":"candidate:395635446 1 udp 2122260223 10.0.0.66 59619 typ host generation @ ufrag ClientWithDataChanne

0", "candidate": " candidate: 1494685190 1 tcp 1518280447 10.0.0.66 9 typ host tcptype active

RTCPeerConnection, -}

ClientWithDataChannel.

ClientWithDataChanne!
ClientWithDataChannel.
ClientWithDataChannel. ]

, target: RTCPeerConnection, currentTarget: RTCPeerConnection, ..}

adapter.js:13
ClientWithDataChannel. js:347
ClientWithDataChannel. j5:307
ClientWithDataChannel. js:193
}
ClientWithDataChannel. js:307

ClientWithDataChannel.

ClientWithDataChannel.




SDP

0=-20518 0 IN IP4 0.0.0.0
a=ice-options:trickle
a=group:BUNDLE audio video

m=audio 54609 UDP/TLS/RTP/SAVPF 109 0 8
a=mid:audio

a=sendrecv

a=rtpmap:109 opus/48000/2

a=candidate:0 1 UDP 2122194687 192.168.1.4 61665 typ host
a=candidate:1 1 UDP 1685987071 24.23.204.141 54609 typ srflx raddr

192.168.1.4 rport 61665
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[REC3264]can send and
recv audio
[I-D.ietf-payload-rtp-opus]
- Opus Codec 48khz, 2
channels
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Candidate HREA | WNEIFE
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WebRTC Server

Open Source Media Server :
« lynckia/licode : github.com/lynckia/licode/ [C++]

« meetecho (janus) : github.com/meetecho/janus-gateway [C]

« jitsi (meetme) : github.com/jitsi/jitsi [Java]
« Kurento : github.com/Kurento/kurento-media-server [C++]
(FH)JANVS
WEBRTC CATEWAY

Leg, LS Kurento
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TM+ Architecture ]
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TM+ Architecture Il
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4 COREWAR

] cache
o L I b collection

context

db

event

logger

e gRPC . TCP mq
N

network

codec

e Websocket . Socket.IO

rpc
tcp
[ ) G. ws
I n common.go
> parallel
. . 4 service
e Redigo(Redis) + dinyiiter
common_test.go

common.go

* Mgo(MongoDB) o

member_service.go

register_test.go
. Consul register.go
room_service.go
stats
sys
"= s s mEw Ut“
vendor
.gitignore
LICENSE
README.md
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Problem |

loop issue
for {
select { I
case msg := <- stream:
handle(msg) // messagefhiE l
} Message processing

} l
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Problem |
Solution A :

loop issue for {

select {
case msq .= <-stream:
messages .= [[Message{msqg}
fori:=0;i < len(stream); i++ {
messages = append(messages, <-
stream)
}
handles(messages) // #t4-IE
}
}
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Problem |

Solution B :
loop issue
sema := make(chan *Message, 16) //
for {
select {
case msg := <-stream:
sema <- msg
go func(sem <-chan *Message) {
handle(<-sem)
}(sema)

}
}
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Problem Il
¢ GoTime:

® p:=fmt.Printin
thisday, :=time.Parse(time.RFC3339,"2018-11-30T14:00:00+08:00")
tomorrow, :=time.Parse(time.RFC3339,"2018-12-01T14:00:00+08:00")
time2 := thisday.Format("2018-01-01 00:00:00")
p(time2)
time3 := tomorrow.Format("2018-01-01 00:00:00")
p(time3)

® Result:
time2 =30118-11-11 00:00:001128-12-12 00:00:00
® time3=1128-12-12 00:00:00
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Problem lI

Go Time:
Why “2006-01-02 15:04:05"
200651 H2H3 =49 580 ~

Format:

2006-01-02 15:04:05.999999999 -0700 MST




Problem llI

e Go module:

CoreLib v1.1 CoreLib v1.0

Module1 Module2 Module3

N % Gopher China 2019 % g [N



TM+ Deployment
u Pul Base image

GitLab

D,
<$;j‘,.

Z Docker
c@ IMAGE

Get Source Code 9
oA

™Y Push Built image
Jenklns Change Rlnning

Dockeyfollow the
Steps

T™MS

docker

2(C)n(©)©)




TM+ Module

INBR (AB< 146 ) — |— HtmI5zhZS

KYBR ( AZ> 100 FFAARRES ) — — IEREISR

BtR (HX)
H2644%75 — M STRFETE (L)

XIFRADE —| M BilRSZIFPWA ( Progressive Web App )
BaRE&ER — — BEREER

EXEIHEE MR (IS8 ) —
TutorMeet+ L
10K gps — SRR
GolangTIEM LBV HIDHRES |— Dockerf,
EhASEEER M (BfEES) — B
BEPXIEE N AlOps
SIS - RAREE

I— TutorConsole+

— REEDHT
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SaaS

Real-Time Interaction

INER ( AHf< 146)

RYBR ()™ 77 T TR

®zoom '&®

BtR (#X)

BEEREEH
EHBUWELER ((IEEE)

Golang$TiH

E

aliyun.com

SRR S

TutorConsole+

REHESHT
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