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export type Mutex struct {
key int32;
sema int32;

}

func (m *Mutex) Lock() {
if xadd(&m.key, 1) == 1 {

return;
}
sys.semacquire(&m.sema);

}
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func (m *Mutex) Unlock() {
if xadd(&m.key, -1) == 0 {

return;
}
sys.semrelease(&m.sema);

}
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type Mutex struct {
state int32
sema  uint32

}
const (

mutexLocked = 1 << iota    
mutexWoken
mutexStarving
mutexWaiterShift = iota

)

func (m *Mutex) Lock() {
if atomic.CompareAndSwapInt32(
&m.state, 0, mutexLocked) 

{    return
}
m.lockSlow()

}

func (m *Mutex) Unlock() {
new := atomic.AddInt32(&m.state, 

-mutexLocked)
if new != 0 {
m.unlockSlow(new)
}

}
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type Mutex struct {
sync.Mutex

}
func (m *Mutex) TryLock() bool {
if atomic.CompareAndSwapInt32(
(*int32)(unsafe.Pointer(&m.Mutex)
), 0, mutexLocked) {
return true
}
return false

}

func (m *Mutex) Count() int {
v := 
atomic.LoadInt32((*int32)(unsafe.
Pointer(&m.Mutex)))
v = v >> mutexWaiterShift
v = v + (v & mutexLocked)
return int(v)

}
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func (m *Mutex) IsWoken() bool {
start := atomic.LoadInt32((*int32)(unsafe.Pointer(&m.Mutex)))
return start&mutexWoken == mutexWoken

}

func (m *Mutex) IsStarving() bool {
start := atomic.LoadInt32((*int32)(unsafe.Pointer(&m.Mutex)))
return start&mutexStarving == mutexStarving

}
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type RWMutex struct {
w Mutex  // for pending writers
writerSem uint32 // semaphore for writers to wait for 

completing readers
readerSem uint32 // semaphore for readers to wait for 

completing writers
readerCount int32  // number of pending readers
readerWait  int32  // number of departing readers

}
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func rr(m *sync.RWMutex, n int) int {
if n < 1 {

return 0
}
fmt.Println("RLock")
m.RLock()
defer func() {

fmt.Println("RUnlock")
m.RUnlock()

}()
time.Sleep(100 * time.Millisecond)
return rr(m, n-1) + n

}
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type RWMutex struct {
sync.RWMutex

}

type m struct {
w   sync.Mutex
writerSem   uint32
readerSem   uint32
readerCount int32
readerWait  int32

}

func (rw *RWMutex) ReaderCount() int {
v := (*m)(unsafe.Pointer(&rw.RWMutex))
c := int(v.readerCount)
if c < 0 {
c = int(v.readerWait)

}
return c

}
func (rw *RWMutex) WriterCount() int {
v := atomic.LoadInt32((*int32)(unsafe.Pointer(&rw.RWMutex)))
v = v >> mutexWaiterShift
v = v + (v & mutexLocked)
return int(v)

}
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● ��Cond��Locker���
● ������!�Wait$ �
#

������



����

������

var m sync.Mutex
c := sync.NewCond(&m)
ready := make(chan struct{})
isReady := false
for i := 0; i < 10; i++ {
i := i
go func() {
m.Lock()
time.Sleep(rand...)
ready <- struct{}{}
for!isReady {
c.Wait()

}
m.Unlock()

}()
}

c.Broadcast() // false op
c.Signal() // false op

for i := 0; i < 10; i++ {
<-ready

}
isReady = true
c.Broadcast()
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var count int64
var wg sync.WaitGroup
wg.Add(10)
for i := 0; i < 10; i++ {
go func() {
atomic.AddInt64(&count, 1)
wg.Done()

}()
}
wg.Wait()

fmt.Println(atomic.LoadInt64(&cou
nt))

wg.Add(20)
for i := 0; i < 20; i++ {
go func() {
atomic.AddInt64(&count, 1)
wg.Done()

}()
}
wg.Wait()

fmt.Println(atomic.LoadInt64(&cou
nt))
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var count int64
var wg sync.WaitGroup
wg.Add(10)
for i := 0; i < 10; i++ {
go func() {
atomic.AddInt64(&count, 1)
time.Sleep(2 * time.Second)
wg.Done()

}()
}
wg.Wait()
wg.Wait()

fmt.Println(atomic.LoadInt64(&cou
nt))

var count int64
var wg sync.WaitGroup
wg.Add(10)
for i := 0; i < 10; i++ {
go func() {
atomic.AddInt64(&count, 1)
time.Sleep(2 * time.Second)
wg.Done()

}()
}
wg.Done() //����Done
wg.Wait()

fmt.Println(atomic.LoadInt64(&cou
nt))
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for i := 0; i < 100; i++ {
go func() {
for {
wg.Add(1)
wg.Done()

}
}()

}

for i := 0; i < 100; i++ {
go func() {
for {
wg.Wait()

}
}()

}
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var wg sync.WaitGroup
wg.Add(1)
go func() {
time.Sleep(time.Millisecond)
wg.Done()
wg.Add(1)

}()
wg.Wait()
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var once sync.Once
var count = 0
go func() {
defer func() {
count++
recover()

}()
once.Do(func() {
fmt.Println("exec Do #1")
count = 1 / count

})
}()

time.Sleep(time.Second)

once.Do(func() {
fmt.Println("exec Do #2")
count = 1 / count

})
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● package � (eager)
● init�� (eager)
● GetInstance() (lazy)
● ��sync.Once�
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type Once struct {
m    Mutex
done uint32

}
func (o *Once) Do(f func()) {
if atomic.LoadUint32(&o.done) == 1 {
return

}
// Slow-path.
o.m.Lock()
defer o.m.Unlock()
if o.done == 0 {
defer atomic.StoreUint32(&o.done, 1)
f()

}
}
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type Once struct {
m    Mutex
done uint32

}
func (o *Once) Do(f func()) {
if atomic.LoadUint32(&o.done) == 1 {
return

}
// Slow-path.
o.m.Lock()
defer o.m.Unlock()
if o.done == 0 {
defer atomic.StoreUint32(&o.done, 1)
f()

}
}
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type RecursiveMutex struct {
sync.Mutex
owner     int64
recursion int32

}
func (m *RecursiveMutex) Lock() {
gid := goid.Get()
if atomic.LoadInt64(&m.owner) 

== gid {
m.recursion++
return

}
m.Mutex.Lock()
atomic.StoreInt64(&m.owner, gid)
m.recursion = 1

}

func (m *RecursiveMutex) Unlock() 
{
gid := goid.Get()
if atomic.LoadInt64(&m.owner) != 
gid { panic(...)}
m.recursion--
if m.recursion != 0 {
return

}
atomic.StoreInt64(&m.owner, -1)
m.Mutex.Unlock()

}
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type TRMutex struct {
sync.Mutex
token     int64
recursion int32

}
func (m *TRMutex ) Lock(t int64) 
{
if atomic.LoadInt64(&m.token) 

== t{
m.recursion++
return

}
m.Mutex.Lock()
atomic.StoreInt64(&m.token, t)
m.recursion = 1

}

func (m *TRMutex ) Unlock(t int64) 
{
if 

atomic.LoadInt64(&m.token) != t{
panic(...}

m.recursion--
if m.recursion != 0 {
return

}

atomic.StoreInt64(&m.token, 0)
m.Mutex.Unlock()

}
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golang.org/x/sync/singleflight
go/src/internal/singleflight/singleflight.go 
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● Wait������goroutine��
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golang.org/x/sync/semaphore
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golang.org/x/sync/semaphore
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type SpinLock struct {
f uint32

}

func (sl *SpinLock) Lock() {
for !sl.TryLock() {
runtime.Gosched()

}
}

func (sl *SpinLock) Unlock() {
atomic.StoreUint32(&sl.f, 0)

}

func (sl *SpinLock) TryLock() bool {
return 

atomic.CompareAndSwapUint32(&sl.f, 0, 1)
}
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github.com/juju/fslock
	
��Mutex
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github.com/orcaman/concurrent-map
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● int32
● int64
● uint32
● uint64
● uintptr
● unsafe.Pointer
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● AddXXX (	�
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● CompareAndSwapXXX�cas
● LoadXXX���
● StoreXXX���
● SwapXXX���
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● �Add�Subtract �

○ �����	�����Add�


○ �����	�����AddUint32(&x, ^uint32(c-1)),AddUint64(&x, ^uint64(c-1))

○ ����	��� AddUint32(&x, ^uint32(0))� AddUint64(&x, ^uint64(0))
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● �� (shutdown/close/finish)
● ���� (queue/stream)
● � (mutex)

Channel
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Channel

nil not empty empty full not full

Receive block value block value value

Send block write value write value block write value

close panic closed,
drained 
read, 

return zero 
value 

closed,
return 

zero value 

closed,
drained 
read, 

return zero 
value 

closed,
drained 
read, 

return zero 
value 
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Channel
type Mutex struct {
ch chan struct{}

}
func NewMutex() *Mutex {
mu := &Mutex{make(chan struct{}, 

1)}
mu.ch <- struct{}{}
return mu

}
func (m *Mutex) Lock() {
<-m.ch

}
func (m *Mutex) Unlock() {
select {
case m.ch <- struct{}{}:
default:

panic("unlock of unlocked mutex")

}
}

func (m *Mutex) TryLock() bool {
select {
case <-m.ch:
return true

default:
}
return false

}

func (m *Mutex) IsLocked() bool {
return len(m.ch) == 0

}
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Channel
type Mutex struct {
ch chan struct{}

}
func NewMutex() *Mutex {
mu := &Mutex{make(chan struct{}, 

1)}
return mu

}
func (m *Mutex) Lock() {
m.ch <- struct{}{}

}
func (m *Mutex) Unlock() {
select {
case <-m.ch:
default:

panic("unlock of unlocked mutex")

}
}

func (m *Mutex) TryLock() bool {
select {
case m.ch <- struct{}{}:
return true

default:
}
return false

}

func (m *Mutex) IsLocked() bool {
return len(m.ch) == 1

}
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● Channel
○ �����owner

○ ����
�

○ ������

○ ����

● Mutex
○ cache
○ ��

○ ��	

Channel



● Docker, Kubernetes, and gRPC, 171 concurrency bugs
● 58% by message passing
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Channel
func orDone(done <-chan struct{}, c <-chan interface{}) <-chan 
interface{} {
outStream := make(chan interface{})
go func() {
defer close(outStream)
for {
select {
case <-done: return
case v, ok := <-c:
if ok == false { return }
select {
case outStream<- v:
case <-done:
}

}
}

}()
return outStream

}



 

Channel
func or(chans ...<-chan interface{}) <-chan interface{} {
orDone := make(chan interface{})
go func() {
var once sync.Once
for _, c := range chans {
go func(c <-chan interface{}) {
select {
case <-c:
once.Do(func() { close(orDone) })

case <-orDone:
}

}(c)
}

}()
return orDone

}



 

Channel

go func() {
defer close(orDone)
switch len(channels) {
case 2:
select {
case <-channels[0]:
case <-channels[1]:
}

default:
m := len(channels) / 2
select {
case <-or(channels[:m]...):
case <-or(channels[m:]...):
}

}
}()



 

Channel
func or(channels ...<-chan interface{}) <-chan interface{} {
switch len(channels) {
case 0: return nil
case 1: return channels[0]
}
orDone := make(chan interface{})
go func() {
defer close(orDone)
var cases []reflect.SelectCase
for _, c := range channels {
cases = append(cases, reflect.SelectCase{
Dir:  reflect.SelectRecv,
Chan: reflect.ValueOf(c),

})
}
reflect.Select(cases)

}()
return orDone

}
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Channel
func fanInRec(chans ...<-chan 
interface{}) <-chan interface{} {
switch len(chans) {
case 0:
c := make(chan interface{})
close(c)
return c

case 1:
return chans[0]

case 2:
return mergeTwo(chans[0], 

chans[1])
default:
m := len(chans) / 2
return mergeTwo(
fanInRec(chans[:m]...),
fanInRec(chans[m:]...))

}
}

func mergeTwo(a, b <-chan 
interface{}) <-chan interface{} {
c := make(chan interface{})
go func() {
defer close(c)
for a != nil || b != nil {
select {
case v, ok := <-a:
if !ok {
a = nil
continue

}
c <- v

case v, ok := <-b:
if !ok {
b = nil
continue

}
c <- v

}
}
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Channel func fanInReflect(chans ...<-chan interface{}) <-chan interface{} {
out := make(chan interface{})
go func() {

defer close(out)
var cases []reflect.SelectCase
for _, c := range chans {

cases = append(cases, reflect.SelectCase{
Dir:  reflect.SelectRecv,
Chan: reflect.ValueOf(c),

})
}
for len(cases) > 0 {

i, v, ok := reflect.Select(cases)
if !ok { //remove this case

cases = append(cases[:i], cases[i+1:]...)
continue

}
out <- v.Interface()

}
}()
return out

}
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Channel func fanOutReflect(ch <-chan interface{}, out []chan interface{}) {
go func() {

defer func() {
for i := 0; i < len(out); i++ {

close(out[i])
}

}()

cases := make([]reflect.SelectCase, len(out))
for i := range cases {

cases[i].Dir = reflect.SelectSend
cases[i].Chan = reflect.ValueOf(out[i])

}
for v := range ch {

v := v
for i := range cases {

cases[i].Send = reflect.ValueOf(v)
}
_, _, _ = reflect.Select(cases)

}
}()

}
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Channel func fanOutReflect(ch <-chan interface{}, out []chan interface{}) {
go func() {

defer func() {
for i := 0; i < len(out); i++ {

close(out[i])
}

}()
cases := make([]reflect.SelectCase, len(out))
for i := range cases {

cases[i].Dir = reflect.SelectSend
}
for v := range ch {

v := v
for i := range cases {

cases[i].Chan = reflect.ValueOf(out[i])
cases[i].Send = reflect.ValueOf(v)

}
for _ = range cases { // for each channel

chosen, _, _ := reflect.Select(cases)
cases[chosen].Chan = reflect.ValueOf(nil)

}
}

}()
}
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Channel

func sq(in <-chan int) <-chan int {
out := make(chan int)
go func() {

for n := range in {
out <- n * n

}
close(out)

}()
return out

}

func main() {
// Set up the pipeline.
c := gen(2, 3)
out := sq(c)

// Consume the output.
fmt.Println(<-out) // 4
fmt.Println(<-out) // 9

}



  

Channel

func skipN(done <-chan struct{}, valueStream <-chan interface{}, num int) 
<-chan interface{} {

takeStream := make(chan interface{})
go func() {

defer close(takeStream)
for i := 0; i < num; i++ {

select {
case <-done: return
case <-valueStream:
}

}
for {

select {
case <-done: return
case takeStream <- <-valueStream:
}

}
}()

return takeStream
}}



 

Channel

func takeN(done <-chan struct{}, valueStream <-chan interface{}, 
num int) <-chan interface{} {
takeStream := make(chan interface{})
go func() {
defer close(takeStream)
for i := 0; i < num; i++ {
select {
case <-done:
return

case takeStream <- <-valueStream:
}

}
}()
return takeStream

}



 

Channel

func mapChan(in <-chan interface{}, fn func(interface{}) 
interface{}) <-chan interface{} {
out := make(chan interface{})
if in == nil {
close(out)
return out

}

go func() {
defer close(out)

for v := range in {
out <- fn(v)

}
}()

return out
}



 

Channel

func reduce(in <-chan interface{}, fn func(r, v interface{}) 
interface{}) interface{} {
if in == nil {
return nil

}

out := <-in
for v := range in {
out = fn(out, v)

}

return out
}
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Don't be clever 
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happen before

��
���(partial order)&

������	 ����$�&
• a → b: a happens before b� b happens after a
• a does not happen before b, and does not happen after b, a� b�
���
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strict partial order

• transitive(���): 
• irreflexive (����):
• antisymmetric(����):
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1. ��package p 	�� package q, �q�init�
�� happens before p �init���main�


init�������goroutine���������



 

● goroutine
��happens before���goroutine�
��
● goroutine
�	happens after���goroutine�
��
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● �n�send��happen before�n�receive��, ���buffered 
channel��unbuffered channel

● ��capacity �m�channel,�n�receive��happen before�
(n+m) send��

● m=0 unbuffered��n�receive��happen before�n�send��
● channel�close��happen before receive��
����
��
���receive�
���channel close��
� �

�� send/send completes�receive/receive completes��	
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● ��Mutex/RWMutx m, �n���� m.Unlock��happen before 
� n+1 m.Lock�������

● ��RWMutex rw������n�rw.Lock���� ����n
����rw.Unlock�������happen before 
���
rw.RLock���������	 happen after �n�rw.Lock��
�����

● ��RWMutex rw,�����n�rw.RLock�������m (m < 
n)�rm.RUnlock������happen before 
�� rw.Lock(�	
happen after �n�rw.RLock�������)  



�����
������

��	�����

● �	Waitgroup b, �	�)����0&����"����!
�(wg.Add(n),���
'��! ��(�#*%��)�� 
����0�,�+(wg.Add �#*%��happen before +��
����$&wg.Wait

● wg.Done()��wg.Add(-1)
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● once.Do�	
����happen before ����once.Do�	
�
�
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● ��
����

● �������atomic���	���
● #5045 ���������close
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● Channel
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