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EAR B FER R G
T Shared Memory Message
Application Mutex |atomic |Once [ WaitGroup |[Cond| chan [Misc. Totsl
Docker 62.62% | 1.06% |4.75% 1.70% 0.99% |27.87%(0.99% | 1410
Kubernetes 70.34% | 1.21% |6.13% 2.68% 0.96% |18.48% [ 0.20% | 3951
eted 45.01% | 0.63% |7.18% 3.95% 0.24% |42.99%| O 2075
CockroachDB|55.90% | 0.49% |[3.76% 8.57% 1.48% |28.23% | 1.57% | 3245
gRPC-Go 61.20% | 1.15% |4.20% 7.00% 1.65% (23.03% | 1.78% | 786
BoltDB 70.21% | 2.13% 0 0 0 123.40%|4.26% | 47

Table 4. Concurrency Primitive Usage. The Mutex column

includes both Mutex and RWMautex.
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Figure 2. Usages of Shared-Memory
Primitives over Time. For each appli-
cation, we calculate the proportion of shared-
memory primitives over all primitives.
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Figure 3. Usages of Message-
Passing Primitives over Time. For
each application, we calculate the proportion
of message-passing primitives over all
primitives.
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Figure 4. Bug Life Time. The CDF of
the life time of all shared-memory bugs and
all message-passing bugs.
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bug M RKEE
Application Behavior Cause
blocking | non-blocking | shared memory | message passing

Docker 21 23 28 16
Kubernetes 17 17 20 14

eted 21 16 18 19
CockroachDB 12 16 23 5

gRPC 11 12 12 11

BoltDB 3 2 4 1

Total 85 86 105 66

Table 5. Taxonomy. This table shows how our studied bugs dis-
tribute across different categories and applications.
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23 blocking bugs K JRiE
e Shared Memory Message Passing
Application Mutex | RWMutex | Wait | Chan | Chanw/ | Lib
Docker 9 0 3 5 2 2
Kubernetes 6 2 0 3 6 0
eted 5 0 0 10 5 1
CockroachDB 4 3 0 5 0 0
gRPC 2 0 0 6 2 1
BoltDB 2 0 0 0 1 0
Total 28 5 3 29 16 4

Table 6. Blocking Bug Causes. Wait includes both the Wait
function in Cond and in WaitGroup. Chan indicates channel opera-
tions and Chan w/ means channel operations with other operations.
Lib stands for Go libraries related to message passing.
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blocking bugs H1EE =

Add; Moveg Change; Remove;  Misc.

Shared Memory

Mutex 9 7 2 8

Wait 0 1 0 1 1

RWMutex 0 0
Message Passing

Chan 15 1 5 4 1

Chan w/ 2 1

Messaging Lib 1 0 0 1 2
Total 31 14 9 21 10

Table 7. Fix strategies for blocking bugs. The subscript s
stands for synchronization.
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BEAS I H B9 blocking bugs
Root Cause # of Used Bugs | # of Detected Bugs
Mutex 7 1
Chan 8 0
Chan w/ 4 1
Messaging Libraries 2 0
Total 21 2

Table 8. Benchmarks and evaluation results of the
deadlock detector.
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23 non-blocking bugs J& H
D Shared Memory Message Passing
Application traditional | anon. | waitgroup | lib | chan lib
Docker 9 6 0 1 6 1
Kubernetes 8 3 1 0 5 0
eted 9 0 2 2 i | 0
CockroachDB 10 1 3 2 0 0
gRPC 8 1 0 1 2 0
BoltDB 2 0 0 0 0 0
Total 46 11 6 6 16 1

Table 9. Root causes of non-blocking bugs. traditional:
traditional non-blocking bugs; anonymous function: non-blocking
bugs caused by anonymous function; waitgroup: misusing WaitGroup;
lib: Go library; chan: misusing channel.
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non-blocking bugs & E =

Timing Instruction Data Misc
Add; Moveg Bypass Private '
Shared Memory
traditional 27 4 5 10 0
waitgroup 3 2 1 0 0
anonymous 5 2 0 4 0
lib 1 2 1 0 2
Message Passing
chan 6 7 3 0 0
lib 0 0 0 0 1
Total 42 17 10 14 3

Table 10. Fix strategies for non-blocking bugs. The sub-
script s stands for synchronization.
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non-blocking bugs M T FHIRiE

Mutex Channel Atomic WaitGroup Cond Misc. None
Shared Memory
traditional 24 3 6 0 0 0 13
waitgroup 2 0 0 ! 3 0 0
anonymous 3 2 3 0 0 0 3
lib 0 2 1 1 0 1 2
Message Passing
chan 3 11 0 2 1 2 1
lib 0 1 0 0 0 0
Total 32 19 10 7 4 3 19

Table 11. Synchronization primitives in patches of
non-blocking bugs.
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BER I H B non-blocking bugs

Root Cause # of Used Bugs | # of Detected Bugs
Traditional Bugs 13 7
Anonymous Function 4 3
Lib 2 0
Misusing Channel 1 0
Total 20 10

Table 12. Benchmarks and evaluation results of the
data race detector. We consider a bug detected within 100 runs
as a detected bug.
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key int32;

Mutex #Ji% (2008) sema int32

¥
func d(val *int32, delta int32) (new int32) {

Q s= ARl
if cas(val, v, v+delta)
return v+delta;

inic("unreached")
¥

func (m *Mutex) Lock() {
if xadd(&m.key, 1) ==
return;

cquire(&m.sema);

func (m *Mutex) unl
if xadd(&m.key, -1’
return;

eleas r_:(&m.sema.:) .
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Mutex 4k
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type Mutex struct {
gzlg l-—~| ! E E ‘ﬁ state int32
H|Z Jd \]’l:l sema uint32

Mutex 4B75E3 ,_
const (
mutexLocked = <<
mutexwWoken
mutexStarving
mutexWaitershift =
starvationThresholdNs =

)

func (m *Mutex) Lock() ﬂ

it atomic.CompareAndSwz (32(&m.state, 9, mutexLocked) {
if race.Enabled
race.Acquire(unsafe.Pointer(m))

func (m *Mutex) uUnl

if race.Enabled

m.state
ase(unsafe.Pointer(m))
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type Mutex struct {

% sync.Mutex
HEARSEE N

func (m *Mutex) Tryloc k() bool {

MuteX j’f‘ﬁ if atomic.Comps 32((*1nt32) (unsafe.Pointer(&m.Mutex) ), @, mutexlLocked) {

return

}

old := atomic.LoadInt32((*int32) (unsafe.Pointer(&m.Mutex)))

if old&(mutexLocked|mutexstarving|mutexwoken) = 6 {
return

}

new := old | mutexLocked

return atomic.CompareAndSwapInt32((*int32)(unsafe.Pointer(&m.Mutex)), old, new)

func (m *Mutex) Count() int {
v := atomic.LoadInt22((*int32) (unsafe.Pointer(&m.Mutex)))
v = v >> mutexWaiterShift
v=yv+ (v & mutexLocked)

return

}

func (m *Mutex) Isuoke1() bool {
start := atomic.lLoadInt32((*int32)(unsafe.Pointer(&m.Mutex)))
return start&mutexwoken == mutexhoken

¥

func (m *Mutex) IsStarving() bool {
start := atomic.lLoadInt32((*int32)(unsafe.Pointer(&m.Mutex)))
return start&mutexsStarving == mutexstarving




EARF L RE

Mutex &I ABRHIYT
e gRPC #12345

W\ £/7
e etcd #12345

& e Docker #12345




EARR 2 RE

RWMutex

T DA# — 4 Wireaderfy A, B #—Nwriterfy A
& kI Kread Wy I =

ffﬁﬁﬁiﬁﬂ/@’f SIRAEN

writer iy Lock A8 %t & 42 #reader ) RLock {45 & &

25 F 3% H 340



EARR 2 RE

RWMutex
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func (rw *RWMutex) RLock() {
P ‘Efi_ if atomic.AddTnt32(&rw.readercount, 1) <

“quireMutex(&rw.readerSem,
RWMutex %4#15E31 .
func (rw *RWMutex) RUnlock() {
if r := atomic.AddInt32(&rw.readercCount,
if atomic.AddInt32(&rw.readerWait, -
semrelease (&rw.writerSem,

}

func (rw *RWMutex) Lock() {
Lock()
atomic.AddInt32(&rw.readerCount, -rwmutexMaxReaders) + rwmutexMaxReaders

I= o 8& atomic.AddInt32(&rw.readerwWait, r) !
untime SemacquireMutex{&rw.writerSem, )

}

func (rw *RwMutex) Unlock() {

r := atomic.AddInt32(&rw.readerCount, rwmutexMaxReaders)

for i :=0; i < int(r); i++ {
~untime Semrelease(&rw.readerSem,
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RWMutex i#IF85%

func rr(m *sync.RwMutex, n int) int
if n < {
return
]
fmt.Println("RLock™)
m. )
defer func() {

fmt.F ("RUnlock™)
m. ()
3O
time.Sleep( * time.Millisecond)
return rr(m, n-1) + n

I

L




RWMutex 3@ sync . RuMutex

sync.Mutex
writerSem uint32
readerSem uint32
readerCount int32
readerWait int32

func (rw *RWMutex) Re nt() int {
v := (*m)(unsafe.Pointer(&rw.RWMutex))
¢ := int(v.readerCount)
F ¢ <0 {
C int(v.readerwait)

return c

func (rw *RWMutex) Write nt() int {
:= atomic.Lc £32((*int32) (unsafe.Pointer(&rw.RWMutex) )
v >> mutexWaiterShift

v + (v & mutexLocked)
return int(v)
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func main() {
— N var m sync.Mutex
gjglﬂ/ Jﬁlg‘ ¢ := sync.NewCond{&m)

ake(chan struct{})

Cond ready :=

|
isReady :=

for 1 : 5 1<
i:=1
go func()

func (*Cond) Signal m. Lock()

func (*Cond) Broadcast

time.Sleep(time.Duration 1t63n * time.Second)
func (*Cond) Wait
ready <- struct{}{}
for lisReady {
c.Wait()
b
log.Printf("%d started\n", i)
m.Unlock()
)
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Waitgroup

& 1F — Yl goroutine £ ik (Java CountdownLatch/CyclicBarrier)
AddSH T U & i E; R84/ T0, panic

LT g A 00y R, [H 2 AEWait 7 2 i goroutine # 24 ik
WEA, EBEE.....




EA R R0

Waitgroup Add—&EFEWaitZ B B L

func main() {

var count inte4

var wg sync.WaitGroup

for i := i<

go func()

wg.Add (1)
atomic. Int64a(&count, 1)
wg. Done()

func main() {
var count inte4
var wg sync.WaitGroup
for 1 := i<
(1)
go func()
atomic.AddInt64(&count, 1)
wg.Done ()
0 0

O 9

(atomic. &count )) (atomic. &count )
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Waitgroup —& &4 T EH

func main() {

var count intée4

var wg sync.WaitGroup

wg.Add(1@)
for i :=09; 1 <
go func()
atomic.
wg.Done()
0

0

Y

fmt.Println(atomic.Loa

wg.Add(20)
for i := i<
go func()
atomic.A

ne()

1(atomic.

; 1++ 1

ntea(&count, 1)

Intea(&count

i++ {

64(&count, 1)

54 ( &count

)

)
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Waitgroup £WKWaitf1ZKDone

func main() {
var count inte4
var wg sync.uWaitGroup
dd (10)
i::=0; 1« it {
go func()

func main() {
var count inte4
var wg sync.WaitGroup
wg.Add(10)
ier 1 8= i< i+ {
go func()
atomic. (&count, 1)
time. (2 * time.Second)

wg. | ()

for

atomic.AddInt6e4(&count, 1)
time.s p(2 * time.Second)

In(atomic.LoadInt64 (&count))

(atomic.Loa &count )
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Waitgroup WaitflAddF+ %4

func main() {

var wg sync.WaitGroup
for i :=0; 1 <

iv+ {
B
go func()

for {

wg.Add (1)
wg .Done()

/7 Witnh walt
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Waitgroup Waits 52 B siE F Add

func main() {
var wg sync.WaitGroup
wg.Add (1)

func main() {
var wg sync.WaitGroup
wg.Add(1)

go func() {

go func() { time.Sleep(time.Millisecond)
for wg.Done()
wg.Add(1)

O
wg . Wait()

go func() {
for

panic:
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Once £ panicth BN VTR T2 func main() {
var once sync.Once

var count
go func() {
func()

/ defer

° count++

A e recover ()
once.Do(func

0
fmt.Println("
count = 1 / count

O'o

1O

time.Sleep(time.Second)

once.Do(func
fmt.Println("e
count = / count

fmt.Println(“end™)
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package & | ) & =
package %t & (eager)

init % % (eager)
Getlnstance() (lazy)

i# 1t sync.Once = # & L 5L 2,
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ERL {31 ) ¥ AR

e i0.EOF, http.DefaultClientiA # 1 %
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BAf] sima 5290

"””" °
o"Q. type Once ?truct {
/| ° done uint32

}

func (o *once) Do(f func()) {
if latomic.CompareAndSwapuint32(&o.done, 9,
return
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EAf) stistposc Bz

2

E

type Singleton struct |
a, b, c int
dummy  *dummyObject

type Once struct {
m sync.Mutex
done *singleton

func (o *Once) Do(f func()) {
it o.done != {
return

defer o.m.Unlock()
if o.done == {
0
o.done = &Singleton
a: s

b: 5

(&4 5
dummy: &dummyObject{

1
Ja
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Once struct {
° sync.Mutex
/".‘.. | done uint32
d L

func (o *once) Do(f func()) {
if atomic.Loac 1132 (&o.done) ==
return

defer o.m.Unlock()

it o.done == {
defer atomic.Storeuint32(&o.done, 1)
O




B[R] R

A XXX must not be copied after first use.
o T ZTLHH

o WFHEZARDH
o Copyt&copydk &

=



EA R R0

A XXX must not be copied after first use.

e go vet® Pl
o it # A\noCopy# BhivetT E 4%

type WaitGroup struct {
noCopy noCopy
state1l [2]uint32

}

type noCopy struct{}

func (*noCopy) Lock(

func (*noCopy) Unlock(
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Pool 25 WA go#23199

var bufPool = sync.Pool{
. .Q New: func() interface{} {

// The Pool’ s New function should generally only return pointer

// types, since a pointer can be put into the return interface
// value without an allocation:

I return new(bytes. Buffer)
M })

// timeNow is a fake version of time.Now for tests.
func timeNow() time.Time {
return time.Unix (1136214245, 0)

}

func Log(w io.Writer, key, val string) {
b := bufPool. Get (). (*bytes. Buffer)
b. Reset ()
// Replace this with time.Now() in a real logger.
b.WriteString (timeNow (). UTC(). Format (time. RFC3339))
b. WriteByte (" )
b. WriteString (key)
b. WriteByte (' =")
b. WriteString(val)
w. Write (b. Bytes())
bufPool. Put (b)
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Pool fmt IR go#27740

‘. ‘ G // free saves used pp structs in ppFree; avoids an allocation per invocation.

_g func (p *pp) free() {

A

p.buf = p.buf[:8]

p.arg = nil

p.value = reflect.vValue{}
ppFree.Put(p)

-— % ¥ ¥ ¥
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Pool ison 4K IR go#2773
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Pool Socket ¥ 1

“:—és package pool
L BN

import "github.com/fatih/pool”

Package pool implements a pool of net.Conn interfaces to manage and reuse them.

Index

Variables
type Factory
type Pool
o func NewChannelPool(initialCap, maxCap int, factory Factory) (Pool, error)
type PoolConn
o func (p *PoolConn) Close() error
o func (p *PoolConn) MarkUnusable()
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// Request is a header written before every RPC call. It is
// but documented here as an aid to debugging, such as when
// network traffic.
type Request struct {
ServiceMethod string // format: “"Service.Method”
Seq uinté4 // sequence number chosen by

next *Request // for free list in Server

// Response is a header written before every RPC return. It
// but documented here as an aid to debugging, such as when
// network traffic.

type Response struct {

used internally

analyzing

client

is used internally

analyzing

ServiceMethod string // echoes that of the Request

Seq uinte4 // echoes that of the request
Error string // error, if any.
next *Response // for free list in Server
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sync.Map

. - . type Map struct {
. - . mu Mutex
read atomic.value
. ' . dirty map[interface{}]*entry

misses int

type 1 nly struct {
m map[interface{}]|¥entry
amended bool
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context.Context
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context.Context =2, (WithValue)

ctx
ctx
ctx
ctx
ctx

ctx :

context.Background ()

context.
.WithValue
.WithValue
.WithValue
.WithValue

context
context
context
context

TODO ()

(
(
(
(

ctx,
ctx,
ctx,
ctx,

"keyl",
"key2",
"key3",
"key4d",

"0001"
"0001"
"0001"

)
)
)
"0004")

fmt.Println(ctx.Value ("keyl"))

key4:000

key3:000 key2:000 key1:000
fifikey 4 " " ’
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context.Context

func WithCancel(parent Context) (ctx Context, cancel CancelFunc)
func WithDeadline(parent Context, d time.Time) (Context, CancelFunc)
func WithTimeout(parent Context, timeout time.Duration) (Context, CancelFunc)

o LH|AEFHIBAT

e #iik [H FcontextfrcancelFunc

e cancelFunc R F W A —WKk, EE&wifEFF~aME s T

e cancelFunc# i, =i ParentyDonetclose, ixX/>Fcontextf
Donett, 2 #; close, Errfi 2 4 % B

o R F i HcancelFunckE i & &

e WithDeadline/withTimeoutt, £ Faparent i |8 #E4T b8, 1 Fl & &
t#deadline
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context.Context pros

°§o o J{EfE# T X (request-scoped)

e T b\ % %| Fgoroutine i iz 1T (channel # Donef =)
o TIRFh&Hfrk
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context.Context cons

e Context isn’t for cancellation

e Context should go away for Go 2

o RHTY, ME— T Reader/Writerss FT F 1y & #1154 1 Ao
context{k 4 % — M5

e The current context package leads to stuttering in declarations: ctx context.cContext .

® The current context.withvalue function accepts values of any types, which is easy to misuse by
passing, say, a string rather than a value of some package-local type.

® The name context is confusing to some people, since the main use of contexts is cancelation of
goroutines.

e Context values are passed everywhere explicitly, which troubles some people. Some explicitness is
clearly good, but can we make it simpler?
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"github.com/petermattis/goid"

5/ gU

EA R R0 |

type RecursiveMutex struct {

ReentrantLock goid

sync.Mutex
owner inte4
recursion int32

func (m *RecursiveMutex) Lock() {
gid := goid.Get()
if atomic.lLoadInt64(&m.owner) == gid {
m.recursion++

return

1
J

m.Mutex. Lock()

atomic.StoreInt64(&m.owner, gid)
m.recursion =

func (m *RecursiveMutex) Unlock() {
gid := goid.Get()
if atomic.LoadInt64(&m.owner) != gid {
panic(fmt.Sprintf(“wrong the owner(%d): %d!", m.owner, gid))

1
J

m.recursion- -

if m.recursion != M
return

R

i)

atomic.storeInte4(&m.owner, -1)
m.Mutex.uUnlock()




=% > type TokenRecursiveMutex
g,ZIS. ll:l] ’$ J/%\‘LEEI“ sync.Mutex

token intea
recursion int32

ReentrantlLock token

func (m *TokenRecursiveMutex) Lock(token inte4) {
if atomic.lc 64 (&m.token) == token {
m.recursion++
return

m.Mutex. Lock()

atomic.StoreInte4(&m.token, token)
m.recurs

func (m *TokenRecursiveMutex) Unlock(token inte64) {

1
if atomic.Load

panic (fmt.sf f("wrong the owne : ", m.token, token))

m.recursion--
if m.recursion !=
return

atomic.StoreInt64(&m.token, @)
m.Mutex.Unlock()
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Semaphore

Dijkstra$i 4 1 % 1 108 H 98 IR n0 [ 20 ik
wIae— A AETRI(ES

P(wait) J8—, HRS/NTF0, FHZEAgoroutineit Al FIX
V(signal)fili—, HISRSA K Hf(E, HEgoroutine ] PAFE A A X

o I RETDASIERH(0,1)
o IPHEER
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golang.org/x/sync/semaphore
Semaphore

func main() {
ctx := context.TODO()

var (
maxWorkers = runtime.GOMAXPROCS(@)
sem = semaphore.NewlWeighted(int64 (maxhorkers))
out = make([]int, 32)

)

// Compute the output using up to maxWorkers goroutines at a time.

for 1 := range out {
// When maxWorkers goroutines are in flight, Acquire blocks until one of the
// workers finishes.

if err := sem.Acquire(ctx, 1); err != nil {
log.Printf("Failed to acquire semaphore: %v", err)
break

¥

go func(i int) {

defer sem.Release(1l)

out[i] = collatzSteps(i + 1)
HEL)
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SingleFlight go/src/internal/singleflight/singleflight.go
type Group
o func (g *Group) Do(key string, fn func() (interface{}, error)) (v interface{}, err error, shared bool)
o func (g *Group) DoChan(key string, fn func() (interface{}, error)) <-chan Result

o func (g *Group) Forget(key string)
type Result

// lookupGroup merges LookupIPAddr calls together for lookups for the same
// host. The lookupGroup key is the LookupIPAddr.host argument.
// The return values are ([]IPAddr, error).

lookupGroup singleflight.Group
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SingleFlight & A

S

o R

// lookupGroup merges LookupIPAddr calls together for lookups for the same
// host. The lookupGroup key is the LookupIPAddr.host argument.

// The return values are ([]IPAddr, error).

lookupGroup singleflight.Group

ch, called := r.getLookupGroup().DoChan(lookupKey, func() (interface{}, error) {
defer dnsWaitGroup.Done()
return testHookLookupIP(lookupGroupCtx, resolverFunc, network, host)

})

if !called {
dnsWaitGroup.Done()
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SingleFlight &

e groupcache

// load loads key either by invoking the getter locally or by sending it to another machine.
func (g *Group) load(ctx Context, key string, dest Sink) (value ByteView, destPopulated bool, err error) {
g.Stats.Loads.Add(1)
viewi, err := g.loadGroup.Do(key, func() (interface{}, error) {
// Check the cache again because singleflight can only dedup calls
// that overlap concurrently. It's possible for 2 concurrent
// requests to miss the cache, resulting in 2 load() calls. An
// unfortunate goroutine scheduling would result in this callback
// being run twice, serially. If we don't check the cache again,
// cache.nbytes would be incremented below even though there will
// be only one entry for this key.
//
// Consider the following serialized event ordering for two
// goroutines in which this callback gets called twice for hte
// same key:
// 1: Get("key")
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ErrGroup golang.org/x/sync/semaphore

type Group
o func WithContext(ctx context.Context) (*Group, context.Context)
o func (g *Group) Go(f func() error)

% e— o func (g *Group) Wait() error

o Wait& % 1 T A #ygoroutine$h AT 72 J& 4 B i
o W RAMIHHE— Perrmtik |, {F HContext
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SpinLOCk type SpinLock struct |
f uint32
}
‘ e el func (sl SplnLockJ
"I’ "’ Eﬂ ZﬁEléih for Isl.T ck(

.‘ : ;ﬁ‘ % ,/].ﬁ %//[E(—%‘&Lﬁ ’ /TE% :_, runtlme.. bsched()
o0 AT

LR I " tomic Storevtatis

}

func (sl *SpinLock) Tr !
return atomic.CompareAndSwapuint32(
h

func (sl * SplnLock) string(
if atomic.Lo:

return

return "Unlocked”

B
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FileLock

github.com/juju/fslock
PEHERE ) Mutex

type Lock
o func New(filename string) *Lock
o func (I *Lock) Lock() error
o func (I *Lock) LockWithTimeout(timeout time.Duration) error
o func (I *Lock) TryLock() error
o func (I *Lock) Unlock() error
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4 G
: N github.com/orcaman/concurrent-map

concurrent—map

var SHARD_COUNT = 22

// A "thread" safe map of type string:Anything.
// To avoid lock bottlenecks this map is dived to several (SHARD_COUNT) map shards.
type ConcurrentMap []*ConcurrentMapShared

// A "thread" safe string to anything map.
type ConcurrentMapShared struct {
items map[string]interface{}

sync.RWMutex // Read Write mutex, guards access to internal map.

// Creates a new concurrent map.
func New() ConcurrentMap {
m := make(ConcurrentMap, SHARD COUNT)
for i := @; i < SHARD COUNT; i++ {
m[i] = &ConcurrentMapShared{items: make(map[string]interface{})}

}

return m
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atomic FHEIRA
Ne e int32
‘Q»" o int64
0 e Uuint32
e uint64
e uintptr
e unsafe.Pointer
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atomic BR%X
o) AdAXXX (%3 % 1)
“Q" CompareAndSwapXXX: cas

LoadXXX: 3ZEL
StoreXXX. TFf#
SwapXXX: =z



R F B 4E

atomic PR%X

o AFEFMAA, ¥ MEFAAD K %
o FHEHEA . T AAIUINt32(&, Auint32(c-1)),AddUint64(&x, Auinté4(c-1))

o THEEXAM—, AddUINt32(&x, Auint32(0)), AddUint64(&x, Auint64(0))
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atomic & x5

e Value

type Value
func (v *Value) Load() (x interface{})
func (v *Value) Store(x interface{})

Bugs

= On X86-32, the 64-bit functions use instructions unavailable before the Pentium MMX.
On non-Linux ARM, the 64-bit functions use instructions unavailable before the ARMvGk core.
On ARM, x86-32, and 32-bit MIPS, it is the caller's responsibility to arrange for 64-bit alignment of 64-bit

words accessed atomically. The first word in a variable or in an allocated struct, array, or slice can be relied
upon to be 64-bit aligned.
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atomic LB AMD64 (windows)

ol
‘Q‘ func add(i *inte4) {

atomic.AddInte4(1, )
¥

func cas(i *inte4) {
atomic.CompareAndSwapInte4(i, o, )
¥

func load(i *inte4) {
atomic.LoadInt64(1)

¥

func store(i
atomic.StoreInt

*intea) {
64(i, 100)

}

func swap(i *inte4) {
atomic.SwapInte4(i, )

}

"”.add STEXT nosplit

0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0005
0x0005
0x0005
0x000a
0x000a
0x000b
0x000f
0x000f
0x000f

0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0002
0x0002
0x0002
0x0007
0x000c
0x000c
0x000d
0x0011
0x0014
0x0014
0Ox0014

00000
00000
00000
00000
00000
00000
00000
00005
00005
00005
00010
00010
00011
00015
00015
00015

" cas STEXT nosplit

00000
00000
00000
00000
00000
00000
00000
00002
00002
00002
00007
00012
00012
00013
00017
00020
00020
00020

(main. go:
(main. go:
(main. go:

(main. go:
(main. go:
(main. go:
(main. go:
(main. go:
(main. go:
(main. go:
(main. go:
(main. go:
(main. go:
(main. go:
(main. go:

(main. go:
(main. go:
(main. go:
(main. go:

go:12)

(main. go:
(main. go:
(main. go:
(main. go:
(main. go:
(main. go:
(main. go:

(main. go:

(main. go:
(main. go:
(main. go:
(main co-

4f TEXT ".add (SB),
7) FUNCDATA $0,
7) FUNCDATA S
7) FUNCDATA 3.
8) PCDATA $2, $0

8) PCDATA $0, $0

8) MOVL $100, AX

8) PCDATA $2, $1

8) PCDATA $0, $1

8) MOVQ "”.1+8(SP)
8) PCDATA $2, $0

8) LOCK

8) XADDQ. AX, (CX)

9) PCDATA $2, $-2

9) PCDATA $0, $-2

9) RET

size=21 args=0x8 locals=0x0

11} TEXT "”_cas (SB)

11) FUNCDATA $0,

1:10) FUNCDATA $1,

11) FUNCDATA $3,
52 1.2) PCDATA $2, $0

PCDATA $0, $0

12) XORL AX, AX

12) PCDATA $2, $1

12) PCDATA 30, §$1

12) MOVQ " 1{+8(SP)

12) MOVL $100, DX

12) PCDATA $§2, $0

1.2 LOCK

12) CMPXCHGQ DX,

12) SETEQ L.

13) PCDATA $§2, $-2

13) PCDATA $0, $-2

12 RET

size=16 args=0x8 locals=0x0
(main. go:

Py

NOSPLIT |AB

gclocals-
gclocals »
gclocalﬁ"

CX

NOSPL

gcloc
gclocd
gclocd

(CX)
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atomic SEFL 386 R E

[£) asm_386.s

[£) asm_amd64.s

[E) asm_amd64p32.s
E) asm_arms

[£) asm_armé4.s

[E) asm_mips64x.s
[E) asm_mipsx.s

[E) asm_ppcb4x.s

[£) asm_s390x.s

[£) atomic_386.go
[E) atomic_amd64x.go
[E) atomic_arm.go

atomic_armé4.go

/runtime/internal/atomic

cmd/compile, runtime
cmd/compile, runtime
cmd/compile, runtime
cmd/compile, runtime
cmd/compile, runtime

cmd/compile, runtime

- add new lightweight atomics for ppc64x
: add new lightweight atomics for ppc64x
: add new lightweight atomics for ppc64x
: add new lightweight atomics for ppc64x
: add new lightweight atomics for ppc64x

: add new lightweight atomics for ppc64x

cmd/compile runtime/internal/atomic: add Load8

cmd/compile, runtime

cmd/compile, runtime

: add new lightweight atomics for ppc64x

: add new lightweight atomics for ppc64x

cmd/compile,runtime/internal/atomic: add Load8

cmd/compile,runtime/internal/atomic: add Load8

cmd/compile,runtime/internal/atomic: add Load8

cmd/compile,runtime/internal/atomic: add Load8
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Lock-free B ¥:

e non-blocking & %

o lock-free:f}if Z G th vk 3 |

o wait-free: {RIE&LEH FEZR
e . atomic read-modify-write, 523 3 A& By 48 £ 4
o B4 IfE FICAS

o ringbuffer: single reader single writer
o read-copy-write: single writer(lock-free), n readers (wait-free)

o read-copy-write: m writer (with lock), n readers (lock-free)
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etcd vs zookeepr vs consul

e zookeeper

o ZooKeeper Recipes and Solutions

o Apache Curator Recipes

e consul
o BEIAXH
e etcd

o contrib/recipes

o clientv3/concurrency
e redis

o redlock



éj\m:—ﬁt la i}ﬁiﬁ var lockName = "my-lock™

var wg sync.WaitGroup

Locker

i< it {
Session(i, cli, lockName, &wg)

}

func startSession(id int, cli *clientv3.Client, lockName string, wg *sync.WaitGroup) {
defer wg.Done()

s1l, err :=

if err I= {
log.Fatal(err)

¥

defer s1.Close()

locker := concurrency.NewlLocker(sl, lockName)

log.Println("acquiring lock for ID:", id)
locker.Lock()
log.Println("acquired lock for ID:", id)

time.Sleep(time.Duration(rand.Intn * time.Second)
locker.unlock()

log.Println("released lock for ID:", id)
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Mutex

°11 (>

github.com/coreos/etcd/clientv3/concurrency

type Mutex
o func NewMutex(s *Session, pfx string) *Mutex
o func (m *Mutex) Header() *pb.ResponseHeader
o func (m *Mutex) IsOwner() v3.Cmp
o func (m *Mutex) Key() string
o func (m *Mutex) Lock(ctx context.Context) error
o func (m *Mutex) Unlock(ctx context.Context) error



éj\ﬁi‘ :Et IEJ }/Fﬁig github.com/coreos/etcd/clientv3/concurrency

Mutex

func startSession(id int, cli *clientv3.Client, lockName string, wg *sync.WaitGroup
defer wg.Done()
func main() {

rand.Seed(time.Now().UnixNano())
sl, err := concurrency.NewSession(eli)
endpoints := []string{"http://127.0.0.1:2379"} if err l= {
cli, err := clientv3.New(clientv3.Config{Endpoints: log.Fatal (err)
if err 1= { }
log.Fatal(err) defer si1.Close()
} ml := concurrency.NewMutex(sl, lockName)
defer cli.Close()
var lockName = "my-lock” log.Println("acquiring lock for ID:", id)
if err := ml.Lock(context.TODO()); err l= {
var wg sync.WaitGroup log.Fatal(err)
wg.Add(10) )
log.Println("acquired lock for ID:", id)
wEle il &= GE A i+ {
go startSession(i, cli, lockName, &wg) time.Sleep(time.Duration(rand.Intn * time.Second)
¥
if err := ml.Unlock(context.TODO()); err I= I
wg.Wait() log.Fatal(err)
¥ }

log.Println("released lock for ID:", id)
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RWMutex

°11 (>

github.com/coreos/etcd/contrib/recipes

type RWMutex
o func NewRWMutex(s *concurrency.Session, prefix string) *RWMutex
o func (rwm *RWMutex) Lock() error
o func (rwm *RWNMutex) RLock() error
o func (rwm *RWMutex) RUnlock() error
o func (rwm *RWMutex) Unlock() error



éj\ﬁ'_j :Et Iﬁ‘l }L/F Jﬁiﬁ github.com/coreos/etcd/contrib/recipes

RWMutex

func startlLockSe
defer wg.Done defer wg.Do *‘5()

s1, err := ssior i s1l, err := concurrency.NewsSes

if err != { if err 1= {

log.Fatal(err) log.Fatal(err)
} }
defer si.Close() defer sl1.Close()

ml := recipe.NewRWMutex(sl, lockName) ml := recipe.NewRWMutex(sl, lockName)

log.Println("acquiring lock for ID:", id) log.Println("acquiring rlock for ID:", id)

if err := ml.Lock(); err I= { if err := ml.RLock(); err I= {
log.Fatal(err) log.Fatal(err)

) }

log.Println(“acquired lock for ID:", id) log.Println(“acquired lock for ID:", id)

time.Sleep(time.Duration(rand.Intn * tin ime.Sleep(time.Duration(rand.Intn * time.Second)

= i i - .RUnlock(); err I=

b
log.println(“released lock for ID:", id) .Println("released rlock for ID:", id)
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Barrier

3l

Y -
iﬁlﬁ' github.com/coreos/etcd/contrib/recipes

type Barrier
o func NewBarrier(client *v3.Client, key string) *Barrier
o func (b *Barrier) Hold() error
o func (b *Barrier) Release() error
o func (b *Barrier) Wait() error
type DoubleBarrier
o func NewDoubleBarrier(s *concurrency.Session, key string, count int) *DoubleBarrier
o func (b *DoubleBarrier) Enter() error
o func (b *DoubleBarrier) Leave() error



endpoints := []string{"h 127, 1l

1
\‘ N \Eii: cli, err := clientv3.Ney i onfig{Endpoints: endpoints})
if 1= !
63 m;t |nl$‘/ L?\‘Ln if err |

log.Fata
Barrier defer cli.close()
var barrierName = "m

b := recipe. Barrier(cli, barrierName)
err = b.Hold()
if err I= {
panic(err)
1
J
var wg sync.WaitGroup

wg.Add (10)

Barrier(cli, barrierName)

1(rand.Intn * time.Second)

_—

» 1)

d for ID:%, 1)




unc doubleBarrier() {

\‘ A sy \Eii: endpoints := []string{"h 9.9.1:
6] l Ii It‘ |nl /’E Lﬁ\ln cli, err := clientv3.New(clientv3.Config{Endpoints: endpoints})

if err 1= 1
log.Fatal(err)

Barrier
defer cli.Close()
s, err := concurrency.NewsSe
if err 1= 1
log.Fatal(err)
}
defer s.Close()
- var barrierName = "my-test"
- var wg sync.WaitGroup

wg-Add(10)

var leaveWG sync.WaitGroup
leavelWG. Adc

for i :
1, &
go func()
b := recipe.NewDoubleBarrier(s, barrierName,

leep(time.Duration(rand.Inti * time.Second)
1 e~y o]

ed for ID:", i)
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github.com/coreos/etcd/clientv3d/concurrency

Leader Election
type Election
. T o func NewElection(s *Session, pfx string) *Election
- o ¥ o func ResumeElection(s *Session, pfx string, leaderKey string, leaderRev int64) *Election
e o func (e *Election) Campaign(ctx context.Context, val string) error
o func (e *Election) Header() *pb.ResponseHeader
1] . o func (e *Election) Key() string

o func (e *Election) Leader(ctx context.Context) (*v3.GetResponse, error)
o func (e *Election) Observe(ctx context.Context) <-chan v3.GetResponse
o func (e *Election) Proclaim(ctx context.Context, val string) error

o func (e *Election) Resign(ctx context.Context) (err error)

o func (e *Election) Rev() int64



\» N = \351 func watch(cli *clientv3.Client, electName string) {
/ ; ' ‘I I | t [ II l; Jﬁ‘]’n s1l, err := concurrency.NewSession(cli)
if err 1= {
. log.Fatal(err)
Leader Election !
defer si.Close()
el := concurrency.NewElection(sl, electName)
ch := el.0Observe(context.TOD

func elect(id int, cli *clientv3.Client, electName
defer wg.Done()

sl, err := concurrency.NewSession(cli) . . N
if err 1= { P2 05 1< 185 1t {

log.Fatal(err) i= <-ch
intln("leader changed: to", string(resp.Kvs[@].Key), string(resp.Kvs[@].value))

} i
defer si1.Close()
el := concurrency.NewElection(sl, electName) ¥

func query(cli *clientv3.Client, electName string) {
sl, err := concurrency.NewSession(cli)
if err I= {
log.Fatal(err)

.Duration * time.Second )

log.Println("acampaigning for ID:", id)
if err := el.Campaign(context.Background )

log.Fatal(err) I
}

log.Println("campaigned for ID:", id) el := concurrency.NewElection(sl, electName)

felF f 5= Ul A ; i+t o
resp, err := el.lLeader(context.Background())
if err I=
log.Printf("failed to get the current leader: %v", err)
time.Sleep(9 * time.Second)
continue

time.Sleep(time.Duration(rand.Intn * time

if err := el.Resign(context.TODO()); err !=
log.Fatal(err)
}
log.Println("resigned for ID:", id)
log.Println("current leader:", string(resp.Kvs[8].Key), string(resp.Kvs[@].value))
time.Sleep(9 * time.Second)
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BAS| github.com/coreos/etcd/contrib/recipes

type PriorityQueue
o func NewPriorityQueue(client *v3.Client, key string) *PriorityQueue
o func (q *PriorityQueue) Dequeue() (string, error)

o func (q *PriorityQueue) Enqueue(val string, pr uint16) error
' I l I type Queue

o func NewQueue(client *v3.Client, keyPrefix string) *Queue
o func (g *Queue) Dequeue() (string, error)
o func (q *Queue) Enqueue(val string) error



for 1 := 95 1 < 3 1++ {
go write(i, cli, queueName, &wg)
M 3 ] 2 A |
5] = lﬂ/ 23 \]rlj
for i := @; i < ; i++ {
Mﬁu go read(1e+i, cli, queueName, &wg)

—

wg.Wait()

i

func write(id int, cli *clientv3.Client, queueName string, wg *sync.WaitGroup) {
defer wg.Done()

' q := recipe.NewQueue(cli, queueName)
Falr I og= il e i+ {

q.Enqueue(fmt.Sprintf("g-%d-key-%d", id, 1))

o]

}

func read(id int, cli *clientv3.Client, queueName string, wg *sync.WaitGroup) {
defer wg.Done()

q := recipe.NewQueue(cli, queueName)
Tor I =gz ; it {
v, err := q.Dequeue()
if err I=
log.Fatal(err)
fmt.Printf("goroutine %d received: %s\n", id, v)

e



Tor 1 .= 3 1L 5 3y 1TT 7

go write(i, cli, queueName, &wg)
\—t ﬂ iE '? " h. }
6] I\(IR]Z2¥ [ \]rlj
for 1 := @; 1 < ;3 i++ {
ﬁt%g&Mﬁu go read(19+i, cli, queueName, &wg)

wg.Wait()

b

func write(id int, cli *clientv3.Client, queueName string, wg *sync.WaitGroup) {
defer wg.Done()

' l q := recipe.NewQueue(cli, queueName)

ORI =N 3 i+t {
q.Enqueue (fmt.Sprintf("g-%d-key-%d”, id, i))

func read(id int, cli *clientv3.Client, queueName string, wg *sync.WaitGroup) {
defer wg.Done()

q := recipe.NewQueue(cli, queueName)

for 1 :1=9; i < 5 1++ {

v, err := q.Dequeue()
if err I=
log.Fatal(err)
fmt.Printf("goroutine %d received: %s\n", id, v)




exchange := func(stm concurrency.STM) error {
from, to := rand.Intn(totalAccounts), rand.Intn(totalAccounts)

SR I R .

return

STM

software transactional memory

fromk, toK := fmt.Sprintf(“accts/%d”, from), fmt.Sprintf(“accts/%d", to)
fromv, tov := stm.Get(fromK), stm.Get(tok)

fromInt, toInt := @,

fmt.Sscanf(fromv, "%d", &fromInt)

fmt.Sscanf(tov, "%d", &toInt)

xfer := fromInt /
fromInt, toInt = fromInt-xfer, toInt+xfer

stm.Put(fromK, fmt.Sprintf("%d"”, fromInt))
stm.Put(toK, fmt.Sprintf("#%d", toInt))
return

e

var wg sync.WaitGroup

wg.Add(12)
RN S P =R ; 1++ {
go func()
defer wg.Done()
if , serr := concurrency.NewSTM(cli, exchange); serr l= 1
log.Fatal(serr)
}
O
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micro/go—sync

github.com/micro/go-sync

® Data - simple distributed data storage

® |eader - leadership election for group coordination

® |ock - distributed locking for exclusive resource access
® Task - distributed job execution

® Time - provides synchronized time



Channel




Channel
By )i

e 5% (shutdown/close/finish)
o HiE X i (Queue/stream)
e 4 (mutex)



Channel
SERN R

not | empty not |closed
empty full

receiv  block value

e

send block  write
value

close panic closed,
draine
d read,
return
Zero

value

block value value drained

read,

return

Zero

value

write  block write panic
value value

closed, closed, closed, panic
return drained drained
Z€ero read, read,
value for return return
read Zero Zero
value value



Channel
NERL B

e JF{tAL. https://golang.org/src/runtime/chan.go
e GopherCon 2017: Kavya Joshi - Understanding Channels
e Go iE= Channel LI J7 B 45 E




type Mutex struct {

ch chan struct{}
Channel }

func NewMutex() *Mutex {

Locker mu := &Mutex{make(chan struct{}, 1)}
mu.ch <- struct{}{
return mu
by
func (m *Mutex) Lock() {
<-m.ch
¥
func (m *Mutex) Unlock() {
select {
case m.ch <- struct
default:
panic("unlock of unlocked mutex")
} func (m *Mutex) TrylLock(timeout time.Duration) bool {
} timer := time.NewTimer (timeout)
select {
func (m *Mutex) TryLock() bool { case <-m.ch:
select { timer.stop()
case <-m.ch: return
return case <-timer.C:
default: 1

} return

return

func (m *Mutex) IslLocked() bool {
return len(m.ch) ==




ype M struct {
Channel ; an struct{}

Locker -
() *Mutex {

utex{make(chan struct{},
return mu

func (m *Mutex)
m.ch <- struct{}{}

func (m *Mutex) Unl
select {

case <-m.ch:
default:

return
default:

1
}

return




Channel

Channel vs Mutex

1t JZ £ Jf channelfrgoroutine

e Channel
o %% 44 Hyowner
o AREFET
o RFmAFLER
o 44wk
e Mutex
o cache
o KA
o IERK



Channel

Or-Done

func orDone(done <-chan struct{}, c <-chan interface{}) <-chan interface{} {
C

valstream := make(chan interface{})
go func() {

defer close(valStream)

for

return valStream




Channel

Or-Done goroutine

func or chan interfac

out := make(chan interface{}

go func() {

e{}) <-chan interface{} {

var once sync.0nce
for , € :=
go func(c <-chan interface{}) {

select {

range chans

case <-C:
once.Do(func

case <-out:

1

J

He)

g
ek
e

r

)
turn out




Channel func or(channels ...<-chan interface{}) <-chan interface{} {

switch len(channels) {
case

Or-Done AR r'e; urn

return channels[@]

orDone := make(chan interface{})
go func() {
defer close(orDone)

switch len(channels)
case

select {
ase <-channels[@]:
ase <-channels[1]:

G
C
}

default:

m := len(channels) /

select {

case <-or{channels[:m]...):
case <-or(channels[m:]...):
}

3O

return orDone




Channel
Or-Done &

func or(channels ...<-chan interface{}) <-chan interface{} {
switch len(channels) {
case
return

case

return channels[@]

orDone := make(chan interface{})
go func() {
defer close(orDone)
var cases [ |reflect.SelectCase
for := range channels
end(cases, reflect.SelectCase{
reflect.SelectRecv,
reflect.valueof(c),

reflect.select(cases)

return orDone




Channel

Fan In goroutine

func fanIn(chans ...<-chan interface{}) <-chan interface{} {
out := ma chan interface{}
go func() {
var wg sync.WaitGroup
wg.Add(len(chans))
for , c := range chans
go func(c <-chan interface{}) {
for v := range c {
out <- v

ait()
ose(out)

FO)
J
return out




Channel

Fan In goroutine

func fanIn(chans ...<-chan interface{}) <-chan interface{} {
out := ma chan interface{}
go func() {
var wg sync.WaitGroup
wg.Add(len(chans))
for , c := range chans
go func(c <-chan interface{}) {
for v := range c {
out <- v

ait()
ose(out)

FO)
J
return out




Channel

Fan In #19

func fanIn (chans ...<-chan interface{}) <-chan interface{} {
switch len(chans) {
case

(chan interface{})

return c
case

return chans[@]

case 2:
return mergeTwo(chans[@], chans[1])
default:
:= len(chans) /
return n 2 Two(
Fan c(chans[:m]...),
c chans[m:]...))




Channel
Fan In =57

func fanInReflect( s ...<-chan interface{}) <-chan interface{} {
out := make(chan interface{}
go func() {
defer close(out)
var cases []reflect.SelectCase
for := range chans
end(cases, reflect.SelectCase{
Dir: reflect.selectRecv,
Chan: reflect.valueOf

len{cases) >
i, v, ok := reflect.Select(cases)
if lok {

cases = 1d(cases[:1], cases[i+1:]...)
continue

h

out <- v.Interface()

}O
return out




Channel

Fan Out goroutine

func fanOut(ch <-chan interface{}, out []chan interface{}, async bool) {

go func() {
defer func()
for i := 2; i < len(out); i++ {

::I:::>;21_ﬂi close(out[i])

v := range ch

vV i= Vv
for 1 := ©; 1 < len(out); i++ {
i =1
if async {
go func()
out[i] <- v

ojole




Channel
Fan Out &5

ojoly

ect(ch <-chan interface{}, out []chan interfa

{
defer func()
for 1 := 9; 1 < len(out); i++ {
lose(out[i])
1
J

0

cases := make([]reflect.SelectCase, leniout))
for i := range cases
C

ases[i].Dir = reflect.SelectSend

range ch
v

1= range cases {
cases[i].Chan = reflect.val
cases[i].Send = reflect.vall

_ = range cases {
chosen, , := reflect.sSelect(cases)
cases[chosen].Chan = reflect.valueof(

(2

e

()

L
LJ

{




Channel
Fan out roundrobin

func fanOut(ch <-chan interface{}, out []chan interface{}) {
go func() {

IOH lIH
::I:::>5_,__+ defer func()
for 1 = 8; i < _H(Out) i++ {

se{out[i])

ojole

len(out)
:= range ch

v v
out[i] <- v
) % n




Channel

Fan out &4t , . -
anOutReflect(ch <-chan interface{}, out []chan interface{}) {

go func() {
defer func()
for i : 5 1 < len(out); i++ {

cases := make([]reflect.SelectCase, len(out))
for i := range cases
cases[i].Dir = reflect.SelectSend
cases[i].Chan = reflect.valueOf(out[i])

ojoly

for v := range ch
vV i= Vv
for i := range cases {
cases[i].Send = reflect.value0of(v)

_ = reflect.Select(cases)




func sq(in <-chan int) <-chan int {
out := make(chan int)
Channel go func() {
for n := range in
n

Pipeline out <- n ¥
close(out)
O

return out

(<-out)
¥

func gen(nums ...int) <-chan int {
out := make(chan int)
go func() {
for , n := range nums
out <- n

close(out)
1O

return out




Channel

Stream - Skip

func skiph(done <-chan struct{}, valueStream <-chan interface{}, num int) <-chan interface{} {

func skipwhile(done <-chan struct{}, valueStream <-chan interface{}, fn func(interface{}  bool) <-chan interface{} {
A takeStream := make(chan interface{}
go func() {
defer close(takeStream)
take :=
for
select {
case <-done:
return
case v != <-valueStream:
if ltake {
take = [fn(v)
if !take
continue

}

takeStream <- v

3O

return takeStream



Channel

Stream - Take

bool) <-chan interface{}
takeStream :
fu go func() {
defer
for

eturn
:= <-valueStream:
if Ifn{v) {
return

1
f

takestream <- v

.
yQ)

return takeStream




Channel

Stream — Map

tar 1yl == {
close(out)
return out

go func() {
defer close(out)

for v := range in
out <- fn(v)

1O

return out

t, fn func(interface{}

interface{}) <-chan interface{}

I

I




Channel

Channels over channel

ake(chan chan time.Duration)

e o

ation(i+1)*time.Second, sendCh)

recvCh := make(chan time.Duration)
for 1 := 03 1 < it+ {
sendCh <- recvch

var wg sync.WaitGroup
for i :=08; i < ; i++ {
wg.Add(1)
go func()
defer wg.Done()
dur := <-recvCh
log.Printf("slept for

f

L
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WHARZHA T AEERETAFHIRE, PEABHENLEHA

fase

Java Memory Model f— M EIXENX AFERNERES
WG21/N2429: Concurrency memory model (final revision),C11/C++11

N—]

Go AFIER

EXT—NE M WE—1EE, WEFRIEE—"goroutineXT Lt T £1E
BIBHME, BEMMEREIE BgoroutineXf It TEME,

B — B RS T goroutineF R iHIENEZERIIHE, FEHTHIEE,
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Happens Before

fase

happens-before x RE2IERM NEHERZENXER , MR —NEH
happens before Sob—NEH, BBALERMZRMIX—R, BIESHGR
TFEHITH

© a—b: A—PMHEPSEMaESMbZRILRE
c a—b: EfagkXHR, SHERXMER

o transitive“g@ll_&l_): Ya,b,c,ifa —b andb — c ,thena — ¢
 irreflexive (2B R H): Va,a - a

e antisymmetriC(jEijll‘i): Va,b, where a # b, ifa — bthen b » a
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Happens Before

B /Ngoroutine@l
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NFERE

Happens Before

A read r of a variable v is allowed to observe a write w to v if both of the following hold:

4

1. r does not happen before w.
2. There is no other write w'to v that happens after w but before r.

To guarantee that a read r of a variable v observes a particular write w to v, ensure that w is the only write ris
allowed to observe. That is, ris guaranteed to observe w if both of the following hold:

1. w happens before r.
2. Any other write to the shared variable v either happens before w or after r.
The initialization of variable v with the zero value for v's type behaves as a write in the memory model.

Reads and writes of values larger than a single machine word behave as multiple machine-word-sized
operations in an unspecified order.
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initPAZY initBIHITEEE NgoroutinedFHITH
1. tERpackage p 5| AT package q, BBAqMInitERE—E happens before p BJinitZ &l ,
W 2 mainEsTERRE 3 A MinitEE T

package q package p package main
import (

import (
"fmt"

" fmt"

import "fmt"

var X = i

"github.com/smallnest/patterns/hp/q” “github.c smallnest/patterns/hp/p®

)

func init() {
fmt.|

)
var Y = inity() func main() {

fmt. (p.Y)
func init() { }
y = q.X +
fmt.Fp

Y=y

func initX() int {
fmt. P g

return
¥

func inity() int {
y := q.X +
fmt.Println("y="
return y




AR

goroutine

e goroutine fi| Zhappens beforefif A 1. goroutine & ¥ 3% £
e goroutine ] 44 & happens afterffr # t.goroutine ¥ # 1% 1

func main() { func main() {
a := "hello, world" var a = "hello”
go func() { go func() {
fmt.r fmt.F (a)
a = "hello goroutine” 1O
go func()
fmt.p 1 go func() {
fmt.p €))

select {}

}
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Channel

T E

#n/send— & happen before % n-/receive 7 i, 1 & =&buffered
channeliZ £ unbuffered channel
% Fcapacity ¥ m#ychannel, % n-receive— & happen before %
(n+m) send 7 &

m=0 unbuffered. % n‘|>receive— happen before % n{~send % ik
channel#yclose— = happen before receive sy 15 2| i 41, 45 2|38 40

B "k Zreceivelf | — M F 4 channel close T ik 2| # F &

- send/send completes, receive/receive completes# X Fl|
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Channel unbuffered
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Channel buffered
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Mutex/RWMutex

o X TMutexX’RWMutx m, #n-|> ik 3 #7 m.Unlock — % happen before
% n+1 m.Lock7 %17 A # & B

o X TRWMutexrw, & v En/rw.Lockt.:kE, A4 T HEn
k3 #rw.Unlock B 7 3% JFl — = happen before £ — />
rw.RLock 77 3= F 3R El (£ 4] happen after #n/ rw.Lock 77 i
8 JH 2% [E])

o Xt TRWMutex rw, & ¥t %n/ rw.RLock L3 [E], ##%m (m <
n)/~rm.RUnlock 7 % A | — & happen before £ & # rw.Lock(¥ 1]
happen after £n-/>rw.RLock 7 /= F 2% H = J&)

4
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Waitgroup

o T T Waitgroup b, xf T H it 441 Z08 By ik, Bzl 5 A&
—#4wg.Add(n), 7t E R #F R A &E — 47 &R AFE L Ex
B E 40, #4xdwg.Add 7 % F — Ehappen before ix — Hf
2 2 6 % 4 Hiwg.Wait

e wg.Done()t.zwg.Add(-1)
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Once

e once.Do 7 i+ # #1417 — £ happen before {£ /i — Monce.Do 77 3= # &
E]
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Atomic

o XRAHE I MRIE
o EWELERKHatomicRil W& W IKF
o #5045 J & A W it#, L ¥close




Mutex

RWMutex
Cond ReentrantLock
Waitgroup . Semaphore
HARNRIE
Once SingleFlight
Pool IrRERESHEIE ErrGroup
Map SpinLock
Context fslock
concurrent-map
init e &
goroutine Locker
channel Mutex
Mutex/RWMutex ]ﬁ#*ﬁﬁ RWMutex
Waitgroup Barrier
= LB RIS
Suse G o#&ﬁ* *Eﬁ EOish. I S i Leader Election
atomic (REE) QueuefPriorityQueue
STM
int32
micro/go-sync
int64 —_—
uint32 S case
RSB
uinté4 Locker
uintptr Or-done
unsafe.Pointer Fan-in
o hannel i FA =
Add XXX JEFRE & - Fan-out
CompareAndSwapXXX Tee
Load XXX ek Pipeline
StoreXXX Stream: Take,Skip ,Map,Reduce
SwapXXX
Load
S







